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Using This Guide

* You assume complete responsibility for re-using the content of this guide.
CYBOZU SHALL NOT BE RESPONSIBLE FOR ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL LOSS OR DAMAGE OR ANY OTHER COMMERCIAL
DAMAGE AND LOSS, IN CONNECTION WITH THE USE OF THE INFORMATION.
You must include the following copyright statement in documents that incorporate content from
this manual:
"This document is based in part on the 'Garoon On-Premise Administrator Help', provided by

Cybozu, Inc."

Copyrights and Trademarks

« All brand names and product names appearing in this document are registered trademarks or
trademarks of their respective holders. Our products may contain copyrighted products owned
by other companies.

Please refer to the following web site regarding trademarks and copyrights:
http://cybozu.co.jp/company/copyright/en/trademarks_en.pdf
Note that "TM" symbols and "R" symbols are omitted in text and figures in this document.

* About Machine Translation
This document is machine-translated from the Japanese version.

When you read the machine-translated documents, please refer to the PDF regarding the

Machine-Translations Disclaimer.
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1.1. Video: Tips for Basic System

1 Chapter Basic System

This section describes the settings to be performed in "Basic system administration” on Garoon.

0 References

» Accessing to Administration Settings and Administration Screens(26Page)

» Organization Settings(70Page)

» User settings(84Page)

» Flow of Application Users Settings(254Page)

* Licenses(652Page)

» JavaScript and CSS Customization(702Page)

1.1. Video: Tips for Basic System

Short videos on this page provide tips that enable you to use Garoon more effectively. (Videos are

available only in Japanese.)

Note

» The videos were created using the cloud version of Garoon, so some user interface texts

might look different from the ones in the on-premise version of Garoon 6.
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1 Chapter Basic System

Enabling Quick Access to Other Systems and Sites from Garoon

Videos are provided on the Web pages.

(Duration: 1 min 31 sec)

User Rights

IAccess Permissions in Garoon (GRANT and REVOKE)

Videos are provided on the Web pages.

(Duration: 1 min 51 sec)

I Priorities of Access Permissions in Garoon
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1.1. Video: Tips for Basic System

Videos are provided on the Web pages.

(Duration: 1 min 48 sec)

I Setting up Access Permissions Using GRANT

Videos are provided on the Web pages.

(Duration: 2 min 19 sec)

I Setting up Access Permissions Using REVOKE

Videos are provided on the Web pages.

(Duration: 2 min 14 sec)
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1 Chapter Basic System

Administrator settings

I Setting up Operational Administrators for Portals

Videos are provided on the Web pages.

(Duration: 2 min 28 sec)

I Setting up Operational Administrators for Facilities/Facility Groups

Videos are provided on the Web pages.

(Duration: 2 min 28 sec)

I Setting up Operational Administrators for Categories in Bulletin Board
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1.1. Video: Tips for Basic System

Videos are provided on the Web pages.

(Duration: 2 min 28 sec)

I Setting up Operational Administrators for folders in Cabinet

Videos are provided on the Web pages.

(Duration: 2 min 27 sec)

I Setting up Operational Administrators for Categories in Workflow

Videos are provided on the Web pages.

(Duration: 2 min 33 sec)
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1 Chapter Basic System

1.2. Accessing to Administration Settings and Administration
Screens

This section describes how to access the Garoon administrator settings and the System

administration screen.

0 References

» Access to the Administration screen(26Page)
 Login
« Administrator Settings(35Page)

1.2.1. Accessing to Administration Screens

To log in to the System Administration screen for the first time, configure the Web browser before
you log in.

For details, see Setting Up Your Web Browsers.

Accessing the Garoon Administration Screen

You access the Garoon System Administration screen to configure the functions of Garoon.

The following functions are available for system administration.

* Basic system administration:
Manages the basic system of Garoon, such as screens and administrative privileges.
» Managing applications:

Manages applications used by users, such as scheduler and bulletin board.
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1.2.1. Accessing to Administration Screens

Caution

* Single Sign-on and LDAP authentication cannot be used for access to the system

administration screen.

Steps:
1. Click the administration menu icon (gear icon) in the header.

2. Click "System settings".

Note

* To access the System administration screen after the trial period, you need to enter the
URL directly.
An example of access URL of the System administration screen:
> On Windows:
http://(IP address or host name of the server)/scripts/cbgrn/grn.exe/system/index
> On Linux:

http://(IP address or host name of the server)/cgi-bin/cbgrn/grn.cgi/system/index

Contact Technical Support

You can contact Cybozu technical support for details about operational issues.
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1 Chapter Basic System

Caution

» Avalid service license is required for getting help from the technical support. Only

customers who are within trial period or with a valid service license can contact and get

help from the technical support.

Steps:

1. Click the administration menu icon (gear icon) in the header.

2. Click "Support".

3. On the "Support” screen, enter the required information, and click "Next".
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EREEE
daisuke-kato@example.com

06-6012-3456

TR ==

4. On the "Send Information" screen, confirm the contents and click "Send".

To edit the entries, click "Previous" and start again from step 3.
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1.2.1. Accessing to Administration Screens

Confirming Notifications

On the system administration screen, confirm the license information and the system information.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select the "Notifications" tab.

4. Click "Important Announcements".

The "Important Announcements” screen displays the expiration date of the license.

5. Click "System Information".
The system information screen displays the system information getting from the operating
environment, such as the OS of the server running Garoon and the Web browser showing
the system requirements.

Some information will be sent to Cybozu technical support when you request support.
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1 Chapter Basic System

1.2.2. Changing Customer Information and Logos

Customer information is required for trial, purchase, or inquiry of Garoon. On the screen to change

customer details, set the required information.

You can also change the Garoon logo, which is set by default. The Garoon logo is part of the

product name shown in the header.

@Garoon M A @ Q

HER—2)] EIaet I Y NS

[EEF] SHEZEEHFROHDUDHTT. EnoRW\d
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1.2.2. Changing Customer Information and Logos

Caution

» We recommend that you specify a logo image file using an URL. If you specify it using the

file format, the data containing the image file is also accessed when the Garoon data is
accessed. It may increase the number of concurrent accesses to the server so the

performance of the server may degrades.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Customer Information".
5. Click "Confirm Customer Information".

6. On the screen to confirm customer information, click "Edit".

HERGROIESR
HEEITD
HEEHES 000001
EAFA RO A=
EAE (EH) -

7. On the screen to change customer details, set the required items.
» Customer Number:
Cannot be changed on this screen.
On the screen to register license, add or change the number. For details, see the
"License Management(655Page)" page.
* Company Name:
Enter a name of a legal entity. The company name is displayed on the user's login

screen.
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1 Chapter Basic System

« Company name (pronunciation):
Enter the pronunciation of the company name.

* Logo (URL):
Specify the URL of the image file. If both "Logo (URL)" and "Logo (file)" are set, the
image specified in "Logo (URL)" will be used.

* Logo (file):

Attach an image file.

8. Confirm your settings and click Save.

Note

* If you want to revert to the default Garoon logo, delete the specified logo.
On the screen to change customer information, select the "Delete" check box of the logo

and click "Edit" to delete the logo.

O3 (Z77-1)L) &3,

logo.png (image/png) VEIERT D
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1.2.3. How to Hide Help Links

1.2.3. How to Hide Help Links

Garoon provides online help.
If you are not connected to the Internet and you are using Garoon, you can prevent broken links by

hiding the links to help.

Steps:
1. Stop the Web server service on the server where Garoon is installed.

2. Open the common.ini file.
When Garoon is installed into the default installation directory, common.ini file is stored in
the following directory.
» On Windows: C:\Inetpub\scripts\cbgrn

* For Linux: /var/www/cgi-bin\cbgrn

3. Specify "0" for the "display_link" field in the "Help" section.
If "0" is specified for the "display_link", links to help are hidden.
The default value of the "display_link" is "1". If "1" is specified for the "display_link", links to
the help is displayed.

[Help]
display_link ="0"

4. Save the common.ini file.

If Garoon is in operation on multiple servers, repeat the steps 2 to 4 on all of the servers.

5. Start the Web server service on the server where Garoon is installed.

6. Confirm that links to help are hidden.

* When accessing help from the Administration menu icon on the header:
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* When accessing help from the "user name" on the header:

* For help on the "JavaScript and CSS Customization” screen in System Administration:
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Note

* If you do not have access to the Internet, and you want to see help, you can download the

PDE file and upload it to the file management page.

1.2.4. Administrator Settings

The following types of administrators are available in Garoon.

» System administrators:
Administrators who manage the entire system of Garoon.
By default, the following users are the system administrators for Garoon.
o Administrator

> Screens for users assigned to the Administrators role

* Basic system administrators:
This administrator configures the availability and localization of applications.
The system administrator appoints the basic system administrator.
» Operational administrators for the organization:
Administrators who manage administrative tasks regarding organizations and users within the
specified organization.
The operational administrators of the organization will be appointed by the system
administrator or by the basic system administrator.
» Application administrators:
Administrators who have administrative privileges for individual applications.
The system administrator appoints application administrators for each application.
» Operational administrators for each application:
The operational administrators of each application are users who are assigned to operate the
application by the system administrators or the application administrators.

The methods for setting up operational administrators vary by application.
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Types of Administrators in Garoon

Setting System Administrators

Set the system administrator for Garoon.
To set a user other than Administrator as a system administrator, grant the Administrators role to

the target user.

Steps:

1. Click the administration menu icon (gear icon) in the header.
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2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.

5. Click "Role settings".

6. On the "Role Settings" screen, select "Administrators"” in the role list, and

then click "Force a

role" .
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7. On the "Role" screen, select the user who you want to grant the

Administrators role to, and then click "Add".
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9. If you want to delete a system administrator, you can delete the target user
from the Administrators role on the "Role Settings" screen.
You cannot delete Administrator users who have been added to Garoon in the default

settings.
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Resetting Administrator Password

If you lost the password for the Garoon Administrator, use the command to reset the password.

I For Windows

This section describes how to reset the Administrator password when you have installed Garoon in

the following environment.

* Installation identifier: cbgrn

» CGl directory: C:\Inetpub\scripts

Steps:
1. Start Command Prompt and move to the following directory.

cd C:\Inetpub\scripts\cbgrn

2. Execute set_admin_password.csp.
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Agrn.exe -C -q code\command\set_admin_password.csp

3. Type "yes" and press the Enter key.
4. Type a new password, and then press the Enter key.

5. Enter the password for confirmation, and then press the Enter key.

I For Linux

This section describes how to reset the Administrator password when you have installed Garoon in

the following environment.

* Installation identifier: cbgrn

» CGI Directory: /var/www/cgi-bin

Steps:
1. Start the console and move to the following directory:

cd /var/www/cgi-bin/cbgrn

2. Execute set_admin_password.csp.

Jgrn.cgi -C -q code/command/set_admin_password.csp

3. Type "yes" and press the Enter key.
4. Type a new password, and then press the Enter key.

5. Enter the password for confirmation, and then press the Enter key.

Setting Basic System Administrators
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Set the administrator who has been granted the basic system administration privileges.
The basic system administrator can perform the same operations as the system administrator for

the following items.

» Customer information
* Application

* Users

* Authentication
* Single Sign-On
* Files

» Screens

» Calendars

* Logging

* Licenses

* External Server
* Localization

* API

* Customization

On the system administration screens for the basic system administrators, only the items for which

they have privileges are displayed.
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The system administrator appoints the basic system administrator.

I Adding Administrative Privileges for Basic System
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To add a basic system administrator, grant the basic system administration privileges to the

organization, user, or role.

Note

* You cannot set the administrative privileges directly to the job titles configured under User
Profile Setting Iltems(87Page). Use roles if you want to set administrative privileges for each
job title.

For details, refer to What Is a Role?(140Page).

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Administrators.

Click Basic system administrators.

o o oA ® N

On the screen for the basic system administration privileges, click Add.
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7. On the screen for adding administrative privileges for basic system, select
the organization, user, or role you want to add administrative privileges to,
and click Add.
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To select a role, switch the view to the Roles tab.

When you switch tabs after clicking Add, the selected departments, users, or roles are

cleared before you switch.
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The basic system administrator has no privileges with the default settings. You must

change the administrative privileges for the basic system.

I Changing Administrative Privileges for Basic System

You configure functions that can be manipulated by the basic system administrator.

Note

* The basic system administrator does not have permission to set up the basic system
administrators and the application administrators.
Only the system administrator can set the basic system administrators and the application

administrators.

Steps:
1. Click the administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Administrators.

Click Basic system administrators.

© o » w Db

On the "Basic system administrators" screen, click Change for the
organization, user, or role for which you want to change permissions.
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7. On the screen for changing basic system administration privileges, select
the checkboxes of the administrative items you want to allow, and click
Edit.
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I Deleting Administrative Privileges for Basic System

You can delete the basic system administrators.

Caution

» The deleted basic system administrators cannot be restored.

Selecting and Deleting Basic System Administration Privileges

You can select and delete the basic system administration privileges.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Administrators.

Click Basic system administrators.

o o A N

On the basic system administration privileges screen, select the
checkboxes of the organizations, users, or roles you want to delete, and
then click Delete.
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7. Click Yes on the screen for deleting all basic system administration
privileges.

Deleting All Administrative Privileges for Basic System

You can delete all administrative privileges for the basic system.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Administrators.
5. Click Basic system administrators.

6. On the "Basic system administrators” screen, click Remove all.
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7. Click Yes on the screen for deleting all administration privileges for basic

system.

Setting Up Operational Administrators for Your Organization

Set up operational administrators who perform administrative tasks for users and organizations in
specific organizations.

The operational administrators of the organization will be appointed by the system administrator or
by the basic system administrator.

For example, if you set up the operational administrators of the organization in each branch office,

the tasks associated with the personnel change can be completed in each branch office.

Image of Usage
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For details on operational administrators who administer organizations and users, see the

description of managing operational administrators(131Page).

Setting Up Application Administrators

Set the administrator who has been granted administrative privileges for the application.

The application administrator can perform the same operations as the system administrator for
authorized applications.

On the system administration screens for the application administrators, only the applications for

which they have privileges are displayed.
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The system administrator appoints application administrators for each application.

I Adding Administrative Privileges for Applications

To add an application administrator, grant the administrative privileges of the application to the

organization, user, or role.

Note

* You cannot set the administrative privileges directly to the job titles configured under User

Profile Setting Items(87Page). Use roles if you want to set administrative privileges for each

job title.
For details, refer to What Is a Role?(140Page).

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Administrators.

Click Application administrators.

o o A N

On the screen for application administrative privileges, click Add.
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7. On the screen for adding administrative privileges for applications, select
the organization, user, or role you want to add administrative privileges to,
and click Add.

To select a role, switch the view to the Roles tab.
When you switch tabs after clicking Add, the selected departments, users, or roles are

cleared before you switch.
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8. Click Add.

Garoon 6 On-Premise Administrator Help First Edition 51



1 Chapter Basic System

L&l T B

[ERE£a0)]
hiEE A&
v

IR B

EMTS Fr LTS

The application administrator has no privileges with the default settings. You must change

the administrative privileges for applications.

I Changing Administrative Privileges for Applications

You configure functions that can be manipulated by the application administrators.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Administrators.

Click Application administrators.

o o oA N

On the "Applications administrators” screen, click Change for the
organization, user, or role for which you want to change permissions.
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7. On the screen for changing the administration privileges for applications,
select the checkboxes of the applications you want to allow, and click Edit.
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I Deleting Administrative Privileges for Applications

You can delete the application administrators.
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Caution

» The deleted application administrators cannot be restored.

Selecting and Deleting Administrative Privileges for Applications

You can select the administrative privileges for applications and delete them.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

3

4. Click Administrators.

5. Click Application administrators.
6

. On the administration privileges screen for applications, select the
checkboxes of the organizations, users, or roles you want to delete, and
then click Delete.
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7. Click Yes on the screen for deleting all administration privileges for the
application.

Deleting Administrative Privileges for All Applications

You can delete all administrative privileges for the application.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Administrators.
5. Click Application administrators.

6. On the "Application administrators” screen, click Remove all.
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7. Click Yes on the screen for deleting all administration privileges for the
application.

Setting up Operational Administrators

You can set operational administrative privileges for each application.

About Operational Administrative Privileges
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The operational administrative privileges are the privileges granted to the operational
administrators of each application. The operational administrators can configure various settings
for the applications they have privileges for.

Operational administrators will see a menu of privileged administrative functions on their screen.
If you become an operational administrator of the Bulletin Board, you can add new categories and

configure access permissions.
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a): The menu of administrative functions used by operational administrators

For details on how to configure operational administrative privileges and which items operational
administrators can manage, refer to the pages on the operational administrative privileges for each

application.

* Portal

Set up Operational Administrative Privileges for portals(812Page)
* Bookmarks

Setting Up Operational Administrative Privileges for Shared Categories(956Page)
e Scheduler

Setting Up Operational Administrative Privileges for Facility Groups(1032Page)
 Bulletin Board

Setting Up Operational Administrative Privileges for Shared Categories(1128Page)
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e Cabinet

Setting Up Operational Administrative Privileges for Folders(1205Page)
» Address Book

Setting Up Operational Administrative Privileges for Books(1320Page)
* Workflow

Setting Up Operational Administrative Privileges for Shared Categories(1458Page)
* MultiReport

Setting Up Operational Administrative Privileges for Shared Categories(1734Page)

1.3. About User Permissions

This section describes the idea of access permissions in Garoon.

ﬂ References

* Setting Up Access Permissions for Portals(772Page)

* Setting Up Access Permissions for Portlets(785Page)

* Setting Up Access Permissions for Shared Categories (Links)(963Page)

* Setting Up Access Permissions for Scheduler(1067Page)

» Setting Up Access Permissions for Categories (Bulletin Board)(1134Page)
» Setting Up Access Permissions for Folders(1213Page)

* Setting Up Access Permissions for Phone Messages(1254Page)

* Setting Up Access Permissions for Categories (Workflow)(1444Page)

» Setting Up Access Permissions for Categories (MultiReport)(1727Page)
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1.3.1. User Rights

You can allow or restrict features that users can use, for each organization, user, or role.

Set the following permissions.

» Access Permissions
Permissions for accessing categories and folders. For some applications, you can limit actions
such as editing and deleting.
In combination with the security model, you can set what you allow or disallow.
* Permission
User is authorized to use the features of the application.

In combination with the security model, you can set what you allow or disallow.

Security Model

Security model is a feature that allows you to select targets to allow actions, or to select targets to
prohibit actions.
If you change to the appropriate security model, targets for which you set access permissions are

reduced, and it becomes easier to manage.

Watch Video
* For differences in security models, also refer to the Access Permissions in Garoon

(GRANT and REVOKE)(22Page) video.

Select one of the following security models.

GRANT (Only users on the list have access)

Set organizations, users, or roles that you want to allow actions.
When you set access permissions for organization or role, they are applied to all users who are

members of the organization or the role.
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REVOKE (All users have access except users on the list)

Set organizations, users, or roles that you want to prohibit actions.
When you set access permissions for organization or role, they are applied to all users who are

members of the organization or the role.
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I Changing the Security Model
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You can change the security model on the screen to set access permissions and rights.

You can select one of the followings.

* GRANT (select targets to allow actions):
Select organizations, users, or roles that you want to allow actions.
* REVOKE (select targets to restrict actions):

Select organizations, users, or roles that you want to restrict actions.

Caution

* If you change the security model, access permissions are initialized. The initialized access

permissions cannot be restored.

Here we provide an example of changing the security model for the "Domestic Sales Department”

category in the bulletin board.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Application settings" tab.
Click Bulletin Board.

Click Edit user rights.

o o oA ® N

On the "Edit user rights" screen, select the "Domestic Sales Department"
category and click Edit.

7. On the "User rights" screen, click Change in the "Security model".
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8. On the "Change Security Model" screen, change the security model and
click Edit.
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9. Click Yes on the "Change Security Model" screen.

User Rights

By setting access permissions, you can limit actions users can perform, such as actions against
bulletin board categories and file management folders.

Access permissions can be set for each organization, user, or role.

For example, only users who are members of the board and the members of the secretarial

department can view the "Confidential" category in the bulletin board.
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You can set access permissions in the following applications.

* Portal

* Portlet

» Bookmarks

» Scheduler

* Bulletin Board

* Cabinet

* Phone Messages
» Workflow

» MultiReport

For details on prioritized access permissions when a target has more than one access

permissions, refer to the "Prioritized Access Permissions(64Page)" section.

Note

* You cannot set the access permissions directly to the job titles configured under User
Profile Setting Iltems(87Page). Use roles if you want to set access permissions for each job
title.

For details, refer to What Is a Role?(140Page).

Permission

By setting permissions, you can limit the use of some application features, such as the My portal
and the Personal Address Book.

Permissions can be set for each organization, user, or role.

For example, only users who belong to the General Affairs Department or the Sales Department

can use the shared address book.
You can set permissions in the following applications

* Portal
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* Address Book
« KUNAI

1.3.2. Prioritized Access Permissions

When you set permissions for organizations, users, and roles, multiple access permissions and

rights may be set for one user.
This section describes access permissions that are prioritized when any access conflict exists.

Caution

» Access permissions that are set for the parent organization are not inherited by the child

organization.

Watch Video
* For priorities of access permissions, also refer to the Priorities of Access Permissions in

Garoon(22Page) video.

Differences in Prioritized Permissions Based on Security Models

If one user has multiple access permissions, the priority is dependent on the security model.

« If the security model is GRANT (select a target):

If actions are allowed in any of the settings, that setting takes priority.
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« If the security model is REVOKE (select a target to be limited):
If actions are restricted in any of the settings, that setting takes priority. If actions are restricted

in one setting, user cannot perform the actions.

Here, we provide an example of access permissions for the "Contact" category in Kato's bulletin
board.
Kato is a member of the General Affairs Department and the Accountant role.

Actions allowed for Kato's "Contact" category are as follows

If the security model is "GRANT (Only users on the list have access)"

Access Permissions View Read Adding a comment
Organization (General Affairs v
Department)
Role (Accountant) v v
User (Daisuke Kato) ¥ 4 2V 4
\ £

Actions allowed for Kato View Read Adding a comment

Topics in the "Contact" category v v v

If the security model is "REVOKE (All users have access except users on the list)"

Access Permissions View Read Adding a comment
Organization (General Affairs v
Department)
Role (Accountant) v v
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Access Permissions View Read Adding a comment
User (Daisuke Kato) v v v
Actions allowed for Kato View Read Adding a comment
Topics in the "Contact" category v

Prioritized Permissions for Scheduler and Phone Messages

Here we describe prioritized permissions for schedulers and phone messages.

Scheduler

Users who have access permissions for schedulers can view, add, change, or delete appointments
of the target organization or user.

Following access permissions can be set for schedulers.

* Access permissions for the schedule of the organization

» Access permissions for schedules of users who are members of the organization or the role.
* Access permissions for the schedule of the user.

* Access permissions for reservations of facilities belonging to a facility group

* Access permissions for reservations of facilities.

Phone Messages

Users who have access permission for phone messages can add or view phone messages of the
target user.

Following access permissions can be set for phone messages.

» Access permissions for phone messages of users who are members of the organization or the

role.
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» Access permissions for phone messages of the user.

When you set access permissions for schedulers and phone messages, you can, for example,
allow only users who belong to the secretarial department to add appointments and phone

messages of the president.

When you set access permissions for schedulers and phone messages of organizations and roles,
different access permissions may be set for scheduler and phone messages of one user.

If different access permissions are set, prioritized permissions are as follows.

IWhen Organizations, Users, and Roles Have Different Permissions

If different permissions are set for organizations, users, and roles, permissions granted to users

will prevail.

Here, we provide an example of Kato's access permission for Yoshida's schedule.
Yoshida belongs to the organization "Information System Department” and the role "Department

Manager".

Access permissions held by

View Add Change Delete
Kato
Organization (Information ¥ 4 ¥ 4 1V 4
Systems Department)
Role (Director) v v
User (Makoto Yoshida) v

\ 4
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Actions allowed for Kato View Add Change Delete

Yoshida's schedule 1V 4

I When Different User Rights Are Set Only for Organizations and Roles

If a user has no access permissions, and the organization or role has different access permissions,

permissions granted to the organization or the role will prevail.

Here, we provide an example of Kato's access permission for Yoshida's schedule.
Yoshida belongs to the organization "Information System Department” and the role "Department
Manager".

Access Permissions are not set for Yoshida's scheduler.

Access permissions held by

View Add Change Delete
Kato

Organization (Information IV 4 IV 4
Systems Department)
Role (Director) v v
User (Makoto Yoshida)

Actions allowed for Kato View Add Change Delete
Yoshida's schedule v v v

I When Different User Rights Are Set Only for Facility Groups and Facilities
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When a facility group reservation and a facility reservation have different access permissions, the
permissions set to both reservations apply to the facility reservation
If access permissions are set only for a facility group reservation, the permissions for the facility

group also apply to the facility reservation.

Here, we provide an example of Kato's access permissions for reservation of the conference room
1 and the conference room 2.

The conference room 1 and the conference room 2 belong to the "Conference Room" facility
group.

Kato has different access permissions for reservation of the "Conference Room" facility group and
the "Conference Room 1" facility.

Access permissions have not been set for reservation of the "Conference Room 2" facility.

Access permissions held by

View Add Change Delete
Kato

Facility Group (Conference v v v
room)
Facility 1 (Conference Room 1) IV 4 IV 4 1V 4
Facility 2 (Conference Room 2)

Actions allowed for Kato View Add Change Delete
Reservation of the Conference ¥ 4 ¥ 4
Room 1
Reservation of the Conference v v v
Room 2
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1.4. Users

This section describes how to manage Garoon users and their organizations.

0 References

« Managing Organizations(70Page)
« Setting Up Users(84Page)
* Role Settings(140Page)

1.4.1. Managing Organizations

This section describes organization settings.

0 References

» Adding Organizations(71Page)

» Changing Organizations(74Page)
» Setting Up Users(84Page)

* Role Settings(140Page)
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1.4.1.1. Adding Organizations

You can add organizations. Organizations can contain nested organizations.
You can keep an existing organization hierarchy, or add groups such as "new employees" and

"temporary projects" as organizations to the hierarchy.

Caution

* If there are more than 63 tiers of organizations, an error occurs when you migrate from the
on-premise version to the cloud version. If you want to create organizations hierarchically,

we recommend that you limit the number of tiers to no more than 62.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Organization | user settings.

© g » w Db

On the organization/user setting screen, select "(Top)" or an organization,
and click "Add Child organization".
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7. On the screen to add organizations, set the required items.

HRiDED
EROBBZANLTIZEL,

[*] (IHAREETI., BIANLTLIZEL,
AR =221

Rk :
= o P
[ English v } [Sales Dept. | | e
SECLICRRBERETD

#HEI—F* [ga1es_o00
floEEEERBEI— FZADLULTLLEEY. =MoBE0— R ZE29 3

AE

BMTS Fr LTS

Items for setting organizations
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Item

Description

Organization

name data

Always set a standard organization name.
You can set the organization name in multiple languages by clicking
"Add localized name".
If you do not set the organization name in the user defined language,
the default organization name is displayed.
The following languages can be set:

« BAGE

* English

« X (fE1F)

- (%82)

Displayed in Traditional Chinese.

Organization

code

The organization code must be set.
An organization code is a unique code for identifying an organization.
Clicking "Check existing organization codes" displays a list of the

organization codes used in Garoon.

HEI—FO—E
* (v
SAROXR U HEREH (Bozu)

&7#8 (Executive)

5 #7580 (General Affairs Department)

& 21888 (Accounting Department)

& EED (Planning Division)

L EXE (Sales Headquarters)
LFE1E2T),—T (1group)
mE2E%R/J),—T (2group)
LEREER (sales)

T AESES 7 — ) O (Tnfrrenntinn Cictam)

Memo

Enter a description of the organization.

The memo entered will be displayed only on the organization details
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Item Description

screen of the system administration. It will not be displayed in the user

screen.
X EEI3Z L BEEEHISZ XK EHRBRIS
EREXS
HEa ENZ 50
Ak sales
FaE (Fv) > ROV UHRSH > BESD
AE FIE1—Y—DZEERH : 8568
PRE1—Y—# 3
TRk
E3RIER JLEEE § 20184058281 1265249
BHIRR LAt 1€ 20184058281 14359

8. Confirm your settings and click Add.

1.4.1.2. Changing Organizations

This section describes how to change organization information.

Editing Tentative Organization's Information

You can change the organization information.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Organization | user settings.

6. On the organization/user setting screen, select an organization and click

Details.
B|E/ 11— —05EE
BEEERT S (e~
(ko) L '
o .L'T]. = 5 @ :
B La-—H—%EM33 [ FB1I-—Y—%2ZTEI3 LFEE=ENT
— CERERERERETS
R FE1—Y—( 1-3 &= / 3 % )
S5 : | v | 7
BIEETIL—T
EAER [0 AKRH {2 osamu-kimura 1
&R, 2 HEl | hNEE J-dd daisuke-katn =

7. On the organization details screen, click "Edit".

X TEIBR| L BEEEHID X HRKRITD

rey=

EIRNEEP

RS ENEZEE

g —F sales

RS (hy ) > RO HAEH > SE3

— - — 1 1 o 3. E XYL F—— r—
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8. On the screen to change organization information, change the fields as
hecessary.

For details, see the items for setting organizations(72Page).

9. Confirm your settings and click Save.

Note

* You cannot change the parent organization on the screen to change organization
information. To change the parent organization, you must move the organization.

For details, see the "Moving Organizations(79Page)" section.

« If the organization or organization name you changed does not appear on the organization/
user setting screen, select "(top)", or logout from the System Administration screen and log

in again.

Assigning Users to a Tentative Organization

You can assign users who do not belong to any organization or users who belong to other

organization to the specified organization.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Organization | user settings.

o 0 oA N

On the organization/user setting screen, select an organization, and then
click "Change Members".
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B|E/ 11— —05EE
HEERIRT S ’ ‘ 1 H_mm
(hw2)
v ROZXT > HRSH ARLCUSE-
s L ERERS (4 FE
$ATEED LI1-—HY-EEMTS | ¥ B Y—%ZLEI3| LFEEBEEMT
=B CEREEIEREZRTET D
EEEB FME1—Y—(1-34%K=x/348%)
v BRAD BN | <<BID 20 4\ | RD 20 Hr>>
BIERTI—T |
BEAEERS [0 ALKH {2 osamu-kimura 1
1ERW= 2 LE0 1 U hNak *ad daicuke-katn i

7. On the membership information data screen, select the user who you want

to assign to the organization, and then click "Add".

11— —0FE
e [ SERNERS) CARSE31I - —EBIRLTLIIESL,
BEERIRT S l ‘ 1=
(hw2)
v ROXT RSt ERUTL SR
o= L ERERS
FATEED PE1—Y— (1-384%F=x/348%R)
szyman FEEA | <<AID 20 N\ | RD 20 A==
EE= 713k As(daisuke-kato)
v S 7)\# B (megumi-kobayashi)
B1ERTI—T
EEEIII—T
BEAZERS
1BHRS X5 8D
BEFESD
» HHE FoEA | <<BID 20 N\ | IRD 20 A==
(#gICFKPREODI—H—)
Lianm T Bl
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8. Click Save.

HlEE A&k (daisuke-kato)
/J\#R B (megumi-kobayashi)

FIBEE3 FvrALTD

Removing Users from Their Organizations

Remove users from the organization.

Users who do not belong to any organization will automatically be added to the Unassigned users.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration" tab.

3

4. Click Users.
5. Click Organization | user settings.
6

. On the organization/user setting screen, select the organization, select the
check box of the user you want to remove from the organization, and click
Remove.
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7. Click "Yes" on the screen to delete all users.

1.4.1.3. Move organizations

Move child organizations to the top or to other organizations. Moving an organization also moves

child organizations of that organization.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.
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5. Click Organization | user settings.

6. On the organization/user setting screen, select an organization and click

Details.
B|E/ 11— —05EE
HEERIRT S [ 1=
(w2 L :
ROXT > pRatt ERUTV\SHER__
= L EIRERS (4 5
=8
PR LI—HY—%EMNTD (¥ FIRB1I—Y—%ZTEITD SLFEEEEMT
sE3man CIEREEBERERTET D
EE= FRE1—Y—( 1-3 %= / 3 4% )
S5 . | v : | 7
EIERII—T
BEREXEDD [0 AAARN {2 osamu-kimura 1
1ER= 2 LE0 M HNEE dd daicuke-katn =

7. On the organization details screen, click "Move organization".

X TEID |4 BEEEHID | X HKRTS

EIRNEREP

EzEZ ENEZEL0

AEgI—F sales

kit (byZ) > RO HAAE > EE8D

1T — -l — 1 L e e s M b 40 P r—

8. On the screen to move organizations, select the destination parent
organization, and then click "Move".
Clicking "Move up" moves the organization up one level.

Clicking an organization name moves to the child organization you clicked.
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HREDOBE
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1.4.1.4. Reordering Child Organizations

You can reorder organizations in the same hierarchy.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
. Click Users.

. Click Organization / user settings.

o o A W N

. On the organization/user setting screen, select "Top" or an organization,
and click "Reorder child organizations".
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7. On the screen to reorder organizations, reorder child organizations.

HWDIREEE
SERS oFaen

= (a] [v] 2] RV EFESTIREZZBE L TLLZEL,
JEE=HEL. [EETD] RIEIVYOIULTIZEL,

E1Ees) —F

ZEEID Fr> LTS

8. Confirm your settings and click "Save".

1.4.1.5. Delete organizations

If you delete an organization, all its child organizations will also be deleted.

The user whose organizations are deleted will automatically be added to the Unassigned users.
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If you delete an organization, all its permissions and operational administrative privileges are also

deleted.

Caution

» The deleted organization cannot be restored.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click Organization | user settings.

o o A ® N

On the organization/user setting screen, select an organization and click
Details.
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7. On the organization details screen, click "Delete".
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8. Click "Yes" on the screen to delete organizations.

1.4.2. Setting Up Users

This section describes how to set up users.

0 References

» Adding Users(85Page)

» Editing User Profile(96Page)

» Deactivating Users(102Page)

* Limitations on Passwords(126Page)

» Setting Up Operational Administrators for Your Organization(131Page)
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1.4.2.1. Adding Users

You can add users and assign them as members of the specified organization.
You cannot add users to "(top)". If you select "(top)" to add users, the added users will not belong

to any organization.

Note

 User with the same login name cannot be added until the user data deletion for that login

name is completed. For information on how to set the deletion time, see the "Setting the

Deletion Time of User Data(109Page)" section.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Organization | user settings.

o o A N

. On the organization/user setting screen, select an organization, and then
click "Add Users".
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7. On the "Add Users" screen, set the required items.

86
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User Profile Setting Items

User profile items vary depending on the system administrator's settings.

For details, see the "Managing User Profile ltems(113Page)" section.

The default user profile items are as follows.
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Item

Description

Name

Enter the name of the user.
« Standard:

You must set the standard name and language.

The following languages can be set:
- BAEE
> English
e A3 ({E1A)
- X (FH2)

Displayed in Traditional Chinese.

* English spelling:

This item is displayed if you have specified English as a language

to be used for entering user profile items(687Page) in the General

settings screen for localization.

Set an English name as necessary. If you do not set this English
name, default name is displayed.

This English name is displayed when the language used for
default name is different from the language that is set for
displaying user name in the personal settings.

For details, see the "English Spelling(90Page)" section.

Login name

Enter a login name.
Alogin name is an ID to log in to Garoon.
You cannot use any login name that has been added already. To view

login names that have been added, export user data to a CSV file. For

details, refer to Exporting Data to a CSV file(199Page).

Password
Confirm

Password

Enter a password for the user.

If you want to limit characters that can be used for passwords, see the
"Limitations on Passwords(126Page)" section.

In the "Confirm Password" field, enter the same password as the one

entered in the "Password" field.

88
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Item Description
Locale Select a locale that corresponds to the country or region where the
user works.
For details on locales, see the "Locale Settings(689Page)" section.
Office Select the office where the user works.

For details, see the "Office Settings(340Page)" section.

Organization

membership

You can change organizations where users belong to(98Page) by

clicking "Change organization”.

Priority

organization

If an user belongs to multiple organizations, select the organization to

display preferentially.
For details, see the "What is a Priority Organization?(91Page)"

section.

Display order Set the display order of users who are displayed on the user list
screen. Enter an integer greater than or equal to zero.
Users are displayed in ascending order.
For details, see the "What is the Display Order?(92Page)" section.
Status To deactivate an user account, select the "Deactivate" check box.

For details, see the "Deactivating Users(102Page)" section.

Pronunciation

Enter the pronunciation of the user name.

E-mail

Enter the e-mail address that is used by the user.

Memo

Enter a memo about the user.
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Item

Description

Job title

Enter the job title of the user.
Specifying job titles enables you to search users based on their job
titles in the following situations.

» When configuring access permissions for users

* When searching e-mail addresses and appointments of users

Contacts

Enter the user's contact details, such as an extension number and a

mobile phone number.

URL

Enter the URL of the WEB site related to the user.

Picture

Set the profile picture of the user.
The specified profile picture can be used as an icon for the user. To

display pictures, you need to allow to show profile pictures(295Page).

8. Confirm your settings and click Add.

English Spelling for Names

If the language used for the standard user name is different from the language specified as the

one used to display user name in the personal settings, the name set in the English spelling field is

displayed.

If you leave the English spelling empty, the default name is displayed.

The English spelling can also be displayed after the standard user name.

If you want to use the English spelling field, you must specify English as a language to be used for
entering user profile items(687Page) in the general settings screen for localization.

Example of a User Name in English Spelling
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What Is Priority Organization?
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Priority organization is the organization shown on the top of the dropdown list when users select

organizations in Garoon.

After the organization name of a priority organization, "(Priority organization)" is displayed.
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If you set the priority organizations for the ones users frequently select, they can easily select

recipients or attendees.

Note

* In the following cases, the organization that is listed at the top level of the "organizations"
section of the user profile becomes the priority organization.
> The organization that was set as the priority organization has been deleted.
> The user has been removed from the organization which is set as the priority

organization.

What Is the Display Order?

On the user list screen, users are displayed according to the display order settings.

* With display order
> Users with display order are displayed above users who do not have
the "priority" setting.
> The display order is 0, 1, 2, and 3... and items with smaller number
comes on the top.

"0" comes on the top.
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ﬁ R IIE o If the same number is specified in priority, the users registered to

Garoon earlier are displayed first.

» Without display priority

the "priority" setting.

registration to Garoon.

v+<7/////////////////////////> b

Example of the organization/user settings screen:

> Users with display priority are displayed above users who do not have

o If you do not set priority, users are displayed in the order of the
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0  Al0BsxE naomi-yamaguchi 2 e ZF Hik
0 AR X kenta-nakamura 11 IR ZE HlkR
0 LK BEF yumiko-matsumoto 12 fERAH ZE Elk
0 & WA Xt daisuke-yamada 21 EdzEls ZF Hik
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Example of a user screen:
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Note

* You set the display order for the entire users. The display order cannot be set for each

organization.

* If users are added using a CSV file without setting the display order, users will be displayed

in the order in which they are listed in the CSV file.

Checking User ID

User ID is an ID that Garoon automatically configures when a new user is added. You cannot

change user ID.

This section describes how to check user IDs.
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Steps:
1. Click the app icon E in the header.

2. Click Scheduler.

3. On the "Scheduler" screen, click Day, Week, Month, or Leave Phone
Messages for the user whose user ID you want to find.

4. Find the "uid=(number)" in the access URL.

The uid number is a user ID.

If you click Day, Week, or Month, the user ID will be displayed in the URL.

If you click Leave Phone Messages, the user ID will be displayed at the end of the URL.

Note

* You can obtain a list of user IDs by using API. For details, refer to obtaining a list of users in

cybozu developer network.
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1.4.2.2. Editing User Profile

You can change the user profile.

Note

* By using a CSV file, you can change the user profile and the membership information.

For details, see the "Managing Organizations, Users, and Roles in a CSV File(196Page)"

section.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Organization | user settings.

© g » W Dbd

On the organization/user setting screen, select an organization, and then
click the user name of the user whose profile you want to change.
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7. On the user details screen, click "Edit".
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8. On the screen to edit user profiles, change the user profile.
For details, see user setting items(87Page).

9. Confirm your settings and click Save.

Note

» On the "Organization/user settings" screen, you can also change the user profile by

selecting an organization and clicking Change for the user profile of which organization

membership you want to change.
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Changing Organization To Which Users Belong

You can change the organizations users belong to. Users can belong to multiple organizations.
If a user belongs to more than one organization, you also set the priority organization.

For details on the priority organization, see the "What is a Priority Organization?(91Page)" section.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
. Select "Basic system administration" tab.
Click Users.

Click Organization | user settings.

@ o B W N

On the organization/user setting screen, select an organization, and then
click the user name of the user whose organization you want to change.

7. On the user details screen, click to change organization membership.

98 Garoon 6 On-Premise Administrator Help First Edition



1.4.2.2. Editing User Profi

le

X ZFETD K HKRID |4 FIEEEEZET3| A FAFO—IILEZTEITS
bk K&&
2L =ik hOEE K& (HA3E
R"EEREC:
OJ+1>4% daisuke-kato

8. On the screen to change organization membership, select an organization,
and then click to add the organization.

If you want to remove an organization, select the organization you want to remove, and

click to remove it.

9. Click Save.

Note

* You can also change the organization that the user belongs to by clicking Change
organization membership in the "Organization membership" field on the "Edit user profile"

screen.
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1.4.2.3. Changing User Roles

You can set up roles for each user.
For details on roles, see the "What Is a Role?(140Page)" section.

Note

* If you want to add multiple users to one role, you can add them in the role setting screen.

For details, see the "Assigning Roles to Users(150Page)" section.

* When you use CSV files, you can change the roles of users in bulk.

For details, see the "Managing Organizations, Users, and Roles in a CSV File(196Page)"

section.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click Organization | user settings.

o o A ® N

. On the organization/user setting screen, select an organization, and then
click the user name of the user to whom you want to assign a role.

7. On the user details screen, click to change roles.
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8. On the screen to change roles, select the check boxes of the roles you want
assign to users, and click "Edit".
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1.4.2.4. Deactivating Users

If you want to prohibit access to Garoon, you can deactivate the users without deleting their

information.

Users who are deactivated cannot log in to Garoon.

To prevent unauthorized access, we recommend that you deactivate users who will not log in to

Garoon for a long period for taking a leave or leaving for other company.

Note

*» Deactivated users will be exempted from the license count.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Organization | user settings.

6. On the organization/user setting screen, select an organization, and then
click the user name of the user you want to deactivate.

7. On the user details screen, click "Edit".
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8. On the screen to change user profile, select the "Deactivate” checkbox in
the status field.

If you deselect the "Deactivate” check box, that user will be able to use Garoon again.
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9. Confirm your settings and click "Save".

Note

* Clicking "(Inactive Users)" on the organization/user setting screen displays a list of users
who are inactive.
To allow them to use Garoon again, select the check boxes for the target users, and then

click to reactivate them.

104 Garoon 6 On-Premise Administrator Help First Edition



1.4.2.5. Deleting Users

1.4.2.5. Deleting Users

You can delete users.

Deleted users' personal data and user profile will be deleted from the server by the scheduling
service.

User with the same login name cannot be added until the user data deletion for that login name is
completed.

By deleting users, the number of required licenses decreases. Before deleting the user data, the
number of required licenses is applied to the Garoon system.

Adding a user with the same login name does not associate the data before deletion.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Users.
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5. Click Organization | user settings.

6. On the organization/user setting screen, select an organization, and then

click the user name of the user you want to delete.
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7. On the user details screen, click "Delete".
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8. Click "Yes" on the screen to delete users.

Note

» On the organization/user setting screen, you can also delete a user by selecting an

organization and clicking Delete for the user profile you want to delete.
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* By cancelling the removal of users(111Page), you can restore the deleted users.

You can cancel the deletion before the scheduling service automatically deletes the user

data.

Handling of Deleted User Data

Data related to deleted users and data created by the users are handled as follows.

Data to Be Deleted

The following data will be deleted on the deletion time of the user data.

+ Data related to users such as e-mails, timesheet, notes, and personal bookmarks
+ Data that have not been shared with other users
Example: Messages sent only to themselves

« Data that has not been published, such as a draft request or a report

Data That Is Not Deleted

The following user data will not be deleted.

* Data shared with other users
Example: Messages addressed to active Garoon users, submitted workflow, and so on
 Public appointments or appointments in which "Shared with" users are specified

» Topics ready to publish or public topics
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* Addresses added to shared address books

» Uploaded files

The "(Deleted user)" is displayed after the deleted user's name in the "From" field and "Updated
By" field.

The name of the deleted user that is displayed is the default user name.
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Caution

» Arequest submitted by a proxy applicant of a user can be edited or deleted by the proxy

applicant even after the user has been deleted.

User Data That Can Be Viewed until Deleted

The following data created by deleted users can be viewed in the system administration screen

until they will be deleted completely.

» Messages that have been sent to themselves by the deleted users
» Messages that all the recipients have been deleted

* Files attached to messages
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Note

* If you want to delete all the data of the deleted user immediately, refer to how to delete

users immediately.

Setting the Deletion Time of User Data

You can set the time to automatically delete user data for deleted users.
By default, the time period for deleting data is set from 23:00 to 3:00 on the next day (UTC14:00 to
UTC18:00).

During the deletion process of user data, the load on Garoon can be high, which may interfere with
the business. Additionally, if other tasks are running, the process may not work.

We recommend that you set the time period for deleting user data to avoid the following time.

* When a user uses Garoon
* Time periods when backing up of Garoon data will be performed

» Time periods when tasks of the scheduling service to delete data will be performed
For details on the time period, see cleanup.csp(1901Page).

Caution

* You cannot set the duration longer than 24 hours for the user data deletion period.
* If you want to delete a large amount of data, the process may be completed after the

specified time period.

Steps:
1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
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3. Select "Basic system administration" tab.
4. Click Users.

5. Click the item to set the user data deletion time.

6. Click "Change" on the screen for setting up the user data deletion time.
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7. Set the time period in which you want to delete the user data, and then click

"Save".

When you select the Do Not Delete checkbox, the deletion time setting is disabled. No

user data will be deleted.
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Deleting Users Immediately

You can select users and delete them and their user data immediately.
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Caution

» The deleted users and user data cannot be restored.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click the item to set the user data deletion time.
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. On the screen to set the user data deletion time, select the checkboxes of
users you want to delete, and then click Delete.
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7. Click "Yes" on the Delete All Users screen.

Cancelling the Removal of Users

Garoon 6 On-Premise Administrator Help First Edition 111



1 Chapter Basic System

Recover users and user data before they are permanently deleted.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click the item to set the user data deletion time.

o o A ® N

. On the screen to set the user data deletion time, select the check boxes of
users you want to cancel deletion, and click "Recover".
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7. Click "Yes" on the screen to recover users in bulk.
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1.4.2.6. Managing User Profile Items

This section describes how to set user profile items.

There are two types of items for entering user profile.

* Built-in items:

These items are set by default. You can configure whether to use these items, and whether
these items are displayed in user pfofile.
The built-in items are as follows.

> Name

> Login name

o Locale

o Office

> Qrganization

> Priority organization

> Presence information

> Pronunciation

o E-mail

> Memo

> Job title

> Contacts

> URL

o Picture

e Custom Items:

These items are added by your system administrator if necessary.

Adding User Profile Items

You can add custom items to user profile.
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Steps:

1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.

5. Click "User Profile Items".

6. On the user profile items screen, click "Add Custom Items".
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7. On the screen to add custom items, set the required items.
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User Profile Setting Items

Set the following items:

Item Description

Item name Enter the display name of the item.

* You cannot change item names of built-in items.

Type
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Item Description

Select an item type.
* When you set a custom item, you can select from the following
item types.

o String (one line):
If you specify this item type, you cannot insert line feeds.

o String (multiple lines):
If you specify this item type, you can insert line feeds.

> URL:
This item type is for entering an URL of a Web site.

> Image URL.:
This item type is for entering an URL where you want to save
the image file.

o E-mail:
This item type is for entering an e-mail address. By specifying
this item type, you can work with e-mail software.

> File:
This item type is for attaching files to user profile.

> IP phone:
This item type is for entering IP phone numbers. By setting
this item type, you can work with IP phone function.

- Password:
This item type is for entering a password for product or
system other than Garoon.
On the screen, "eee" is displayed instead of the string

entered.

Item code This is a unique code for identifying an item.
* You cannot change item codes for built-in items.
* For item codes of custom items, you can use single-byte

alphanumeric characters or single-byte underscores ("_").
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Item Description

Use Select whether to use items in the user profile screen and in the user
list.
* For the following built-in items, you cannot set whether or not to

use them.
> Name
> Login name
o Locale
o Office
> Qrganization
o Priority organization

o Presence information

* For the built-in item of "Picture”, you can perform the following
actions even if you deselect the "Active" check box.
> Download the configured picture from its URL
> Display the picture of user's profile

For details, refer to Allowing to Show Profile

Pictures(295Page).

Public Select whether to expose the item to users.

» Even if you clear the "Make this item public" check box of the item
whose status is active, the item is still displayed in the following
screens:

o "User details" screen in Basic system administration
o "Edit user profile" screen in system administration
o "User details" screen in Personal settings

o "Edit user profile" screen in Personal settings

* For the following built-in items, you cannot set whether or not to
expose them.
> Name

o Presence information
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Item Description

* For the "Picture" built-in item, you can perform the following
actions even if you deselect the "Make this item public" check
box.

> Download the configured picture from its URL
o Display the picture of user's profile

For details, refer to Allowing to Show Profile

Pictures(295Page).

* If you select "Password" for the item type of a custom item, you

cannot specify this.

List view Select whether to display items in the list view of the user list.

 The settings configured in "List view" will be the default values for
"Visible items" in the Address Book under Personal Settings.
However, if the users change the "Visible items" settings in their
Personal Settings, the newly configured settings will be displayed
on the list view. In that case, the settings configured by the
system administrators will no longer be displayed.

* For the following built-in items, you cannot set whether or not to
display them in the list.

> Name

o Presence information

* If you select "Password" for the item type of a custom item, you

cannot specify this.

Required Item Select whether to make the item mandatory.
* For the following built-in items, you cannot set whether or not to
make them mandatory.
> Name
> Login name
o Locale
o Office
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Item Description

> Qrganization
o Priority organization

o Presence information

Users cannot Select whether to allow users to change settings.
change * For the following built-in items, you cannot specify this.
settings > Qrganization

o Presence information

Search in Select whether or not to set the item as a search target.
* For built-in items, you cannot change the settings.
* If you have selected the following item types for custom items,
you cannot set whether or not to include them as search targets.
> Files

o password

Single Sign-On  Select this to include user profile items in the login information used to
log in with single sign-on to another system. Select from the
configured single sign-on.

» The Single Sign-On cannot be specified for the following built-in
items.
> Name
> URL

o Picture

* If you have selected the following item types for custom items,
you cannot set the Single Sign-On.
> URL
> Image URL
> Files

o password
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Item Description

For details, see Single Sign-On Settings(235Page).

8. Confirm your settings and click "Add".

Changing User Profile Items

You can change user profile items.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click "User Profile Items".

6. On the user profile items screen, click the item name of the item you want
to change.
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8. On the screen to change items, change items as necessary.

For details, see the user profile item settings.

9. Confirm your settings and click "Save".

Changing User Profile Items in Bulk

You can change user profile items in bulk.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click "User Profile Items".

o o A ® N

On the user profile items screen, select or deselect the check boxes of the
items for which you want to change the settings, and then click "Save".
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Reordering User Profile Items

You can change the order of custom items in user profile.

You cannot change the order of built-in items.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Users.
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5. Click "User Profile Items".

6. On the user profile items screen, click "Reorder Custom Items".
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7. On the screen to reorder custom items, reorder the custom items.
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8. Confirm your settings and click "Save".

Deleting User Profile Items

124

Garoon 6 On-Premise Administrator Help First Edition




1.4.2.6. Managing User Profile Items

You can delete custom items for user profile.

Built-in items cannot be deleted.

Caution

* When a custom item is deleted, the registered contents for that item are also deleted from
the user profile.

Deleted custom items and information cannot be restored.

Steps:

1. Click the administration menu icon (gear icon) in the header.

2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.

5. Click "User Profile Items".

6. On the user profile items screen, click the item name of the item you want

to delete.
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7. On the item details screen, click "Delete".
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8. Click Yes on the screen to delete items.

1.4.2.7. Limitations on Passwords

You can set up characters that can be used for passwords and password expiration.
It is recommended to establish a password policy so that users will not choose weak passwords

during password configuration.

Note

* When you use LDAP as an authentication database, or when you use environment variable

authentication, password expiration date setting is disabled. For details, see the

"Authentication System(201Page)" section.

* For details on the password expiration date, see the FAQ article regarding the start date of

the password validity period.
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1.4.2.7. Limitations on Passwords

Steps:
1. Click the administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click "Password Limit".

o o c w0 b

On the "Password limit" screen, set the required items.

Limitations on Passwords

Set the following items:
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Item Description

Changing Specify whether to allow users to change their passwords.
passwords in
personal

settings

Log in with an Select whether to allow logins without entering passwords.

empty
password
Password Specify the minimum number of characters for the password.
length The maximum number is 64.
Password Set one of the followings.
expiration * Unlimited:
The same password can be used indefinitely.
» 1to 999 days:
Specify the value using an integer. If you specify a validity period,
the password must be changed after that period ends.
Expiration You can choose not to notify users of the expiration date, or you can
notifications set the date to notify by specifying the number of days before the

expiration date.
Set one of the followings.
Do not notify
* Notify 1 to 999 days before:

Specify the value using an integer.

Limitations on
available

characters
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Item Description

Set limitations on available characters so that users can set
passwords that are hard to guess for malicious third parties.
The following items can be set.
* Include single-byte characters
> Mix upper case and lower case in single-byte characters
This item is displayed when "Include single-byte characters"

is selected.

* Include Arabic numerals
* Include special characters
The following special characters can be used.
T~ @H#SWNE*F()_+-={}|[I\:";'<>2,.]

» Do not include login names/names

7. Confirm your settings and click Save.

What Happens When the Expiration Date Has Come

If you set a password expiration date, when the validity period expires, a message prompting the

password change appears in the login screen. Click "Change" to change your password.

» Example screen
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JARD— ROEMMBIAINTVET .
JARD—REEEL T EE .

O/ >4 daisuke-kato
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(€ 54)

What Happens When the Expiration Date Approaches
If you set an expiration notification, when the expiration date approaches, a message prompting

the password change appears in the screen.
Click "Change" to change your password.
To change the password at a later date, click "Change later".

* Example screen

SN0 — FOBEMMBETED4ATT .
JNRAD—RZEEELETH?

HETEEITD

O+ >4 daisuke-kato
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Limitations on the Password String

The following keywords are available for HTML portlets and PHP portlets.

* %Password%

* %Name%

* %Account%

* %Mail%

* %session_password%
* %Tel%

* %URL%

The use of the following half-width symbols among all special characters available to use for the

password may cause errors in HTML portlets and PHP portlets.

« Single quotation mark (')
 Double gquotation mark (*)
* Dollar sign ($)

* Yen sign, backslash ()

e Less than sign (<)

« Greater than sign (>)
* Pipe (|)

1.4.2.8. Managing Operational Administrators for Your
Organization

The operational administrators of the organization are users who perform administrative tasks for
users and organizations in specific organizations.

The system administrator appoints the operational administrators of the organization.

For example, if you set up the operational administrators of the organization in each branch office,
the user modification tasks associated with the personnel change can be completed in each

branch office.
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Image of Usage

What Operational Administrators Can Do

Operational administrators are authorized to administer organizations and their members.

Authorized users can do the followings.

Notices

View the important announcements screen

View the system information screen

Basic System Administration

* Setting up organizations and users

You can add and delete child organizations and users to and from the organization if you have
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the operational administrative privilege of the organization. You can also change the
information of organizations and users. However, the following limitations apply.
> To add users, they must select an organization.
o If you want to delete users or change user information, you must have operational
administrative privileges of all organizations to which the users belong.
> Child organizations can be moved only to organizations for which they have operational

administrative privileges.

 Importing and exporting CSV files
They can input/output following data using a CSV file, for organizations for which they have
operational administrative privileges.
> Organization details
> Organization name data
> Organization member data

> User profile

Setting Up Operational Administrative Privileges for Organizations

You can set operational administrators for organizations.
Operational administrators can add or delete operational administrators for subordinate

organizations where they have administrative privileges.
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]
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a): The "Basic System Administration" section displays the menus for managing organizations and users.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Organization | user settings.
6. On the organization/user setting screen, select an organization, and then
click to set operational administrative privileges.
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7. On the screen for List of operational administrative privileges, click "Add".
EAERIERD—E
BE I LERERS) (T3 EREEER
x NEAGEEORTE] OERZEMESNZI—Y—-(CE. EREEEEETEIIERIMIGEINET.
E%%E?ﬁﬁﬂ—%’i BT 3| K I THIER
v | BT
POE EAEBRADOIE
v | RT3
134 Garoon 6 On-Premise Administrator Help First Edition



1.4.2.8. Managing Operational Administrators for Your Organization

8. On the screen to add operational administrative privileges, select the
organization, user, or role to set privileges, and then click "Add".
To select a role, switch the view to the Roles tab.
When you switch tabs after clicking Add, the selected departments, users, or roles are

cleared before you switch.
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9. Select the check boxes for operational administrator settings for the
privileges you want to add, and click "Add".

BT DHEMR
EREBEDRE
v

ENMTS Fvr LTS

Garoon 6 On-Premise Administrator Help First Edition 135



1 Chapter Basic System

How to Access Operational Administration Screens

Menu for accessing the system administration screen does not appear on the screen for
operational administrator. To access the administration screen, you must enter the URL directly.

This section describes how to access the system administration screen when you installed Garoon

in the following environment.

* Installation identifier: cbgrn
» CGl Directory:
> On Windows: C:\inetpub\scripts

> On Linux: /var/www/cgi-bin

Steps:

1. Access the following URLS
* On Windows:

http://(IP address or host name of the server)/scripts/cbgrn/grn.exe/system/index

* On Linux:
http://(IP address or host name of the server)/cgi-bin/cbgrn/grn.cgi/system/index

2. Enter your login name and password, and log in to Garoon system

administration.
3. Select "Basic system administration" tab.

4. Click Users.

Deleting Operational Administrative Privileges

Delete the operational administrative privileges of the organization.

Users whose operational administrative privileges have been deleted will not be able to access the

system administration screen.
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Caution

* You cannot restore operational administrators for deleted organizations and users.

I Selecting and Deleting Administrative Privileges for Organizations and Users

Select and delete operational privileges for organizations and users.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

Click Users.

© g » w Db

Click "System settings".

Select "Basic system administration” tab.

Click Organization | user settings.

On the organization/user setting screen, select an organization for which

you delete an operational administrator, and then click to set operational

administrative privileges.
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7. On the screen for List of operational administrative privileges, select the
check boxes for the target privileges which you want to delete, and then
click "Delete".
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8. Click "Yes" on the screen to delete all operational administrative privileges.

I Deleting Administrative Privileges for All Organizations and Users

Delete all operational privileges for the organization.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.

5. Click Organization | user settings.
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6. On the organization/user setting screen, select an organization for which

you delete an operational administrator, and then click to set operational
administrative privileges.
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7. On the screen for List of operational administrative privileges, click "Delete

all".

EAEEERD—E

B4 [ LENEES) (C0T5EMERER )
x EMEEE0RT] OEREZEMSNZ1—Y—(C@ BEREREZET T ERIMISENET.

HEHEEER—E ey 3| g I THER
v | HET3
PO ERAERADIE

o4 NEE A%
MO SIS > BE5 > BEREES

& AAT 12
ROZTHASL > E25 > ENEE

= SCINRER x

v E. g

8. Click "Yes" on the delete all operational administrative privileges screen.
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1.4.3. Role Settings

This section describes role settings.

0 References

* What Is a Role?(140Page)
» Adding Roles(147Page)
» Role Permissions(157Page)

1.4.3.1. What Is a Role?

A role represents the position or function that is assigned to a specific group of users.

Example:

* Manager Role

*» Secretary Role
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In Garoon, you can set administrative privileges and permissions for roles, and specify roles as

recipients of notifications and users of "Shared with".

Role Usage Example

The following is an example of setting permission to access the "confidential" category in the
bulletin board for the "manager” role.

Depending on the permission settings, the category looks like the following.

» Users who have been assigned the "manager” role:

The "confidential" category is displayed on the bulletin board.
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» Users who have not been assigned as the "manager" role:

The "confidential" category is not displayed on the bulletin board.
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Preconfigured Roles in Garoon

The following roles are set by default.

Dynamic roles

Users are dynamically assigned to these roles. These roles do not appear in the role list.

The following roles are available

* Everyone:

All users have this role. When Everyone is selected as a target of permissions, the
permissions granted to Everyone are applied to all users automatically.

* LoginUser:
Logged-in user has this role. When LoginUser is selected as a target of permissions, the

permissions granted to LoginUser are applied to each user during the user logs in Garoon.
* Owner:

Currently, no user exists for this role.

« CommandLine:

Role that is assigned when running from the command line.

Static roles
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Users are fixed for this role.

* Administrators:

Role with system administration privilege.

Iltems for Which Administrators Can Set Roles

I "Basic system administration" screen

* Application
o User settings

For details, refer to the "Limiting Application Users(256Page)" section.

» User

> Qrganization/user Settings

For details, refer to Managing Operational Administrators for Your Organization(131Page).

* Single sign-on
o Single sign-on settings

For details, see Single Sign-On Settings(235Page).

» Customization
> JavaScript and CSS Customization

You can configure a role to the target to apply customization. For details, refer to Garoon

General Customization(708Page).

» Administrative Privileges

> Basic System Administrators

For details, refer to Setting Up Basic System Administrators(40Page).

o Application Administrators

For details, refer to Setting Up Application Administrators(49Page).
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I "Application settings" screen

* Portal
o Portal List

For details, refer to Setting Up Access Permissions for Portals(772Page) and Setting Up
Access Permissions for Portlets(785Page).

> Permissions for default portal setting

For details, refer to Setting Permissions for Default Portal Setting(804Page).

> Permissions for My Portal

For details, refer to Setting Up Permissions for My Portals(821Page).

> Operational administrative privileges for portals

For details, refer to Setting up Operational Administrative Privileges for Portals(812Page).
o Operational administrative privileges for portlet groups

For details, refer to Setting Up Operational Administrative Privileges for Portlet

Groups(848Page).

» Bookmarks
o User Rights Settings
For details, refer to Setting Up Permissions for Shared Categories(963Page).
o Operational Administrators Settings
For details, refer to Setting Up Operational Administrative Privileges for Shared
Categories(956Page).

» Scheduler
o Facilities/Facility Groups Name
For details, refer to Setting Up Operational Administrative Privileges for Facility
Groups(1032Page).
> User Rights Settings

For details, refer to Setting Up Access Permissions for Scheduler(1067Page).

o Default watchers

For details, refer to Setting Up Default Shared with Users in Appointments(1088Page).

> JavaScript and CSS Customization

For details, refer to Scheduler Customization(722Page).
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* Messages

> JavaScript and CSS Customization

For details, refer to Messages Customization(731Page).

* Bulletin Board
o User Rights Settings
For details, refer to Setting Up Access Permissions for Categories(1134Page).
o Operational Administrators Settings
For details, refer to Setting Up Operational Administrative Privileges for Shared
Categories(1128Page).

o Notification Settings

For details, refer to Notification Settings(1151Page).

* Cabinet
o User Rights Settings

For details, refer to Setting Up Access Permissions for Folders(1213Page).

o Operational Administrators Settings

For details, refer to Setting Up Operational Administrative Privileges for
Folders(1205Page).

> Notification Settings

For details, refer to Notification Settings(1228Page).

* Phone Messages

o User Rights Settings
For details, refer to Setting Up Access Permissions for Phone Messages(1254Page).

* Address Book

o Setting up User Permissions

For details, refer to Setting Up Permissions for the Address Book(1310Page).

o Operational Administrators Settings

Refer to the description of Setting Up Operational Administrative Privileges for

Books(1320Page).
o User Rights Settings

For details, refer to Setting Up Permissions for Books(1325Page).
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* E-mail
> JavaScript and CSS Customization

For details, refer to E-mail Customization(740Page).

» Workflow
> Request Form List

You can use roles when you set the default values of route steps. For details, refer to

Approval Route Settings (Dedicated Routes)(1620Page) and Acknowledgement Route
Settings (Dedicated Routes)(1640Page).

o Route List

You can use roles when you set the default values of route steps. For details, refer to

Approval Route Settings (Shared Routes)(1470Page) and Acknowledgement Route

Settings (Shared Routes)(1490Page).
> User Rights Settings

For details, refer to Setting Up Access Permissions for Categories(1444Page).
o Settings to Make Request Data Public

For details, refer to Settings to Make Request Data Public(1450Page).

o Operational Administrators Settings

For details, refer to Setting Up Operational Administrative Privileges for Shared
Categories(1458Page).

» MultiReport
> User Rights Settings

For details, refer to Setting Up Access Permissions for Categories(1727Page).

o Operational Administrators Settings

For details, refer to Setting Up Operational Administrative Privileges for Shared
Categories(1734Page).

* KUNAI

o Setting up User Permissions

For details, refer to Setting Up User Permissions(1878Page).

Features and Apps for Which Users Can Use Roles
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You can use roles for the following features and applications.

» Working with Mentions

For details, refer to the Working with Mentions.

» Shared Appointments in Scheduler
You can use roles to specify users to share the appointments and the default users of "Shared
with". For details, refer to Shared Appointments and Setting Up Default Shared with Users in
Appointments(1088Page).

* Creating Spaces

Can use roles in the "Members" and "Administrators" fields. For details, refer to Creating

Spaces.

1.4.3.2. Adding Roles

You can add roles. Only static roles can be added.

You cannot use the same role name as any roles pre-configured(142Page) in Garoon.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click "Role settings".

o o A N

On the "Role Settings" screen, click "Add Roles".
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7. On the screen to add roles, enter the role name field.
This role name is mandatory.

Enter an unique role name for identifying a role.
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8. Set the Notes field as necessary.

Enter notes regarding roles, such as role descriptions and role usages.

AE FIU—SaOEREERELET.

9. Confirm your settings and click "Add".
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1.4.3.3. Changing Roles

This section describes how to change roles.

Changing Role Information

You can change the role information.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click "Role settings".

6. On the "Role Settings" screen, select a role and click "Details".
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7. On the role details screen, click "Edit".
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8. On the screen to change roles, set the required items. You cannot use the
same role names as the names of other roles.
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9. Confirm your settings and click "Save".

Assigning Roles to Users

You can assign roles to users.
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Note

* If you want to set up multiple roles for one user, you can change the roles in bulk from the

user details screen.

For details, see the "Changing User Roles(100Page)" section.

* When you use CSV files, you can change the roles of users in bulk.

For details, see the "Managing Organizations, Users, and Roles in a CSV File(196Page)"

section.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click "Role settings".

6. On the "Role Settings" screen, select a role, and then click the button to
assign the role.
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7. On the role setting screen, select the users to whom you assign roles, and
then click "Add".
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8. Click the button to assign.
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Note

* You can also assign roles by clicking the button to assign roles on the role details screen.
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Reordering Roles

You can change the order of roles that are displayed in the role list.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click "Role settings".

6. On the "Role Settings" screen, click "Reorder Roles".

O—-)LEEIMULT., A——([CARABEIETIIEEL,
FHO—-)LEEMTS LO-JLEPREFEIES [0 EBELEEI3| XLO-I)LEHRKRTS

O—J)IL—E& AR (QFA
25 Administrators e =

RS DA _
lAmE ERROFHPROO—-IL

PLiis #51—5— (0-0 &%=/ 04&%h)

a8

7. On the screen to reorder roles, change the order of roles.
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8. Confirm your settings and click "Save".

Deleting Users from Roles

You can delete users from roles.

The permissions and operational administrative privileges assigned to roles are deleted from

users.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.

5. Click "Role settings".

6. On the "Role Settings" screen, select the check boxes of users who you

want to delete from the role, and then click "Delete".
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7. Click "Yes" on the Delete All Users screen.

1.4.3.4. Deleting Roles

You can delete roles.
If you delete a role, the permissions and operational administrative privileges set for the role are
also deleted.

The Administrators role cannot be deleted.

Caution

* Deleted roles cannot be restored.

Deleting Roles One by One

You can delete roles one by one.
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Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click "Role settings".
6. On the "Role Settings" screen, select the roles you want to delete, and then
click "Details".
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7. On the role details screen, click "Delete".
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8. Click "Yes" on the screen to delete roles.
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Deleting All Roles

You can delete all roles.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click "Role settings".

o o A N

. On the "Role Settings" screen, click "Delete all Roles".

O—-)LEEIMULT., A—F—([CARBEIETIZEL,
FHO—)LEEMTS LO-)EFEEE? 0 IILEBELEIS |XLO-ILEHIRKRTS

O J—8 A5 (4 5
25 Administrators AE:
a ﬂ'"'.J—:_“ g .
e = OASEDOO—IL
Lo
2BE 51— — (0-0 &%=/ 0 &5 )

7. Click "Yes" on the screen to delete all roles.

1.4.3.5. Role Permissions

This section describes how to allow users to use roles.
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By allowing users to select roles, users can select roles in the following settings:

* "Shared with" users of the appointment
* Select space members and administrators
* Specify recipients using "@Mention"
Users can specify roles as recipients of comments.
For details on the Mention feature, refer to the Working with Mentions.

You can always select roles on the system administration screen and the operational

administration screen regardless this setting.

Note

* The following roles can be selected on the user screen:
> Everyone
o Administrators

o LoginUser

Steps:
1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
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1.4.4. Tentative reorganization

3. Select "Basic system administration" tab.
4. Click Users.
5. Click Role settings.

6. On the "Role settings" screen, click Change.
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7. On the "Change permission to select roles" screen, select the "Allow"
checkbox and then click Save.
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1.4.4. Tentative reorganization

This section describes about the tentative reorganization.
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© References

» Overview of Tentative Reorganization(160Page)

» Confirming Tentative Reorganization(163Page)

* Creating a Tentative Structure(165Page)

» Managing Organizations and Members with a Tentative Structure(168Page)
* Applying a Tentative Structure(190Page)

1.4.4.1. Overview of Tentative Reorganization

You can use the tentative reorganization feature to do the following:

* Creating a tentative structure by duplicating the current organizations and users
» Applying the tentative structure to the current environment now, or applying at the specified

date and time

The tentative structure is not visible to users until you apply it to the current environment.

Caution

* When a tentative structure exists, the following are disabled:
> Adding, changing, deleting, and reordering the current organizations
> Importing file to add, update, delete the current organizations
o Changing languages in the "Selectable languages" settings in the General settings

screen for Localization

» Once the tentative structure has been applied to the current organization or deleted, you

will be able to add, change, and delete the current organization.
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Note

* You can not add users to the tentative structure.

* You can not create a tentative structure by importing a CSV file.

* You can add users to the current environment even when an unapplied tentative structure
exists.
If you add users to the current environment, they will automatically be added to the
tentative structure.
In the tentative structure, the added users belong to "Unassigned users". Organizations and
roles assigned to the added users in the current environment are not applied to the
tentative structure.
Before you can apply the tentative structure to the current environment, you must set up the

membership and roles again.

Tentative Structure Settings

The following items can be set for the tentative structure.

Garoon 6 On-Premise Administrator Help First Edition 161



1 Chapter Basic System

Tentative
Item
structure
Add child organizations v
Change child organizations v
» Organization name data
» Organization code
* Memo
Move organizations v
Reorder child organizations v
Delete organizations v
Change organization members v
Operational administrator settings
Add users
Editing User Profile v
* Office

» Organization membership
* Priority organization
* Display order

» Status

Editing User Profile
* Name
* Login name
* password
* Locale

* Pronunciation
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Tentative
Item
structure

* E-mail

* Memo

* Job title
* Contacts
* URL

* Picture

* Custom items

Change roles Vv 4

Deleting Users

1.4.4.2. Confirming Tentative Reorganization

Confirm the status of the tentative structure.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Tentative reorganization.

o o A N

. Check which of the following conditions apply to the tentative structure
screen.

* No tentative structure exists.
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* A tentative structure exists without applying to the current environment

* A tentative structure with the date to be applied to the current environment exists

When a Tentative Structure Not Applied to the Current Environment Does Not Exist

The Create and the Cancel buttons are displayed.
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When a Tentative Structure Not Applied to the Current Environment Exists

The Organization / user settings and the Delete tentative structure links are displayed.

When a Tentative Structure with Date/Time Specified to Apply to the Current

Environment Exists

The Organization / user settings and the Delete tentative structure links, and Date and time are

displayed.
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1.4.4.3. Creating a Tentative Structure

You can create a tentative structure by duplicating the current structure.
The tentative structure is not applied to the current structure until you apply it to the current
environment.

When a tentative structure exists, the following are disabled in the current environment:

» Adding, changing, deleting, and reordering the current organizations

* Importing file to add, update, delete the current organizations

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Tentative reorganization.

6. On the Tentative reorganization screen, click Create.
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A message saying "The tentative structure is being created” is displayed.

. Wait a while and refresh the page.

. Confirm that "Organization | user settings" is displayed on the Tentative

reorganization screen.>

When you click "Organization/user Settings", the "Organization/user Settings" screen is
displayed, allowing you to create organizations, change organizations, or assign
organization members using a tentative structure.

For details, see the "Managing Organizations and Members with a Tentative
Structure(168Page)" section.

b E D E TR

BEERAPOEFEEREERL. ERIRTELLTHUVVBEEBREERLET.

ERIRED. BCERPOEECRBRTZIEN. BBEEEELTRMI I EETEET.
EHIERTE TR LICIBEIER L. RIRMEEETOET. EAROBEECEERENFEEA.

Mg/ 21— —DE

ERT I TEZBIR
®OSI <R3 OHBEIEBETSD
BREREAORBRPEH—)(—(C8EAMNDFET. EECEEOLRVERITEZEEEL TS,
Fz, IV OTYIRETT—AR—IEEFLEUTVIBRSE ST TEBELTLIZEL,

SISRRT B

166

Garoon 6 On-Premise Administrator Help First Edition




1.4.4.4. Deleting a Tentative Structure

1.4.4.4. Deleting a Tentative Structure

You can delete the tentative structure before apply it to the current environment.

By deleting the tentative structure, you can do the following:

* Adding, changing, deleting, and reordering the current organizations

 Importing file to add, update, delete the current organizations

Caution

* Once deleted, the tentative structure cannot be restored.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Tentative reorganization.

© o » w Db

On the tentative reorganization screen, click Delete tentative structure.
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7. Click "Yes" on the screen to delete tentative structure.
8. Wait a while and refresh the page.

9. Confirm that "Create" is displayed on the tentative reorganization screen.
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1.4.4.5. Managing Organizations and Members with a
Tentative Structure

This section describes how to set up organizations, assign members, and change user profile.

You perform these actions after the process described in the "Creating a Tentative

Structure(165Page)" section.

Adding Organizations

Add organizations to the tentative structure. Organizations can contain nested organizations.

Steps:

1. Click the Administration menu icon (gear icon) in the header.
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2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Users.

5. Click Tentative reorganization.

6. On the tentative reorganization screen, click organization/user setting.

7. On the organization/user setting (tentative) screen, select "Top" or an
organization, and click "Add Child organization".
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8. On the screen to add organizations (tentative), set the required items.
For details, see the items for setting organizations(72Page).
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9. Confirm your settings and click "Add".

10. On the organization/user setting (tentative) screen, confirm that [ is
displayed for the organization you have added.
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Assigning Users to a Tentative Organization

You can assign users who do not belong to any organization or users who belongs to an

organization to a tentative organization.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.
Click Tentative reorganization.

On the tentative reorganization screen, click organization/user setting.
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On the organization/user setting (tentative) screen, select an organization,
and then click "Change Members".
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8. On the membership information data (tentative) screen, select the user who

you want to assign to the organization, and then click "Add".
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9. Click Save.
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10. On the organization/user setting (tentative) screen, confirm that is
displayed for the added users.
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Removing Users from a Tentative Organization

You can remove users from a tentative organization.
The user who are removed from all organizations will automatically be added to the Unassigned

users.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click Tentative reorganization.
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On the tentative reorganization screen, click organization/user setting.
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7. On the organization/user setting (tentative) screen, select an organization,
select the check boxes of users you want to remove from the organization,
and click Remove.
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8. Click "Yes" on the screen to delete all users.

9. On the organization/user setting (tentative) screen, click "(Users to be
updated)”.

10. Confirm that [ = 77= is displayed for the users you removed in step 7.
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Editing Tentative Organization's Information

You can change the organization information beforehand.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

Click "System settings".
Select "Basic system administration” tab.
Click Users.

Click Tentative reorganization.

N o o & W N

and then click "Details".

On the tentative reorganization screen, click organization/user setting.

On the organization/user setting (tentative) screen, select an organization,
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8. On the organization details (tentative) screen, click "Edit".
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9. On the screen to change organization information (tentative), set the
required items.

For details, see the items for setting organizations(72Page).

10. Confirm your settings and click "Save".
11. Click "Organization/user settings (tentative)".

12. On the organization/user setting (tentative) screen, confirm that [ 573 is
displayed for the organization of which information you have changed.
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Reordering Organizations

You can change the order of the organizations beforehand.

Even if you change the order,

page.

Steps:

1.

N o o & W DN

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration” tab.
Click Users.

Click Tentative reorganization.

On the tentative reorganization screen, click organization/user setting.

On the organization/user setting (tentative) screen, select "Top" or an
organization, then click "Reorder child organizations".

does not appear on the organization/user setting (tentative)
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8. On the screen to reorder organizations (tentative reordering), reorder child
organizations.

HEOIRBEEE EamE
&5 BRAS OFHEE

= (o [v] (2] R EFESTIEEEZTELTLIZEL,
JEEBEZHEL. [BEETB] AR EZIUvOLTLIZEL,

[EEES] |

= R

EETD Fr>AILTD

9. Confirm your settings and click "Save".

Removing Organizations

Remove organizations from the tentative structure.
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Caution

* If you remove an organization in the tentative structure, its child organizations will also be
removed.

 Organizations removed by applying a tentative structure cannot be restored.

* You cannot cancel only the removal setting in the tentative structure.
If you want to cancel the removal setting in the tentative structure, you need to delete the
tentative structure itself, and then recreate a tentative structure again.
For information on how to delete a tentative structure, see the "Deleting a Tentative
Structure(167Page)" section.

» Depending on the access permission settings, data that has been restricted for viewing
may be exposed when a tentative structure is applied to the current organization.

» Access permissions that have been set for the organization will be cancelled if you apply

the tentative structure to the current environment.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Tentative reorganization.
6. On the tentative reorganization screen, click organization/user setting.

7. On the organization/user setting (tentative) screen, select an organization,
and then click "Details".
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8. On the Organization details (Tentative) screen, click Remove.
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9. Click "Yes" on the screen to delete organization (tentative structure).

10. LIZE5=2Click , and then confirm that the organization you have deleted is
displayed.
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Editing User Details
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To edit the following information of the registered users:

» Office

» Organization membership
* Priority organization

* Display order

e Status

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.
Click Tentative reorganization.

On the tentative reorganization screen, click organization/user setting.

N o o & W N

On the organization/user setting (tentative) screen, select an organization,
and then click the user name of the user whose user profile you want to
change.

8. On the User details (Tentative) screen, click Edit.
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9. On the screen to change user profile (tentative), set the required items.
For details, see user setting items(87Page).
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Select a priority organization when you want assign the user to multiple organizations.

Click Optional to check options that you cannot change in the tentative structure.
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10. Confirm your settings and click "Save".
11. Click "Organization/user settings (tentative)".

12. On the organization/user setting (tentative) screen, confirm that
displayed for the user whose profile you have changed.
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Note

» On the organization/user setting screen (tentative), you can also change the user profile by
selecting an organization and clicking "Change" for the user profile of which organization

membership you want to change.
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Changing Organization Membership

You can change the organization membership of a user in the tentative structure.

Steps:

1.

N o oA e N

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration” tab.
Click Users.
Click Tentative reorganization.

On the tentative reorganization screen, click organization/user setting.

. On the organization/user setting screen (tentative), select an organization,

and then click the user name of the user whose organization membership
you want to change.

8. On the User details (Tentative) screen, click Change organization

membership.
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9. On the screen to change organization membership (tentative), select an
organization, and then click to add the organization.
If you want to remove an organization, select the organization you want to remove, and

click to remove it.

10. Click Save.
11. Click "Organization/user settings (tentative)".

12. On the organization/user setting (tentative) screen, confirm that is
displayed for the user whose organization membership you have changed.
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Note

* You can also change the organization that the user belongs to by clicking Change
organization membership in the "Organization membership" field on the "Edit user profile

(Tentative)" screen.
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Changing Roles of a User

You can change users' roles in the tentative structure.

For details on roles, see the "What |s a Role?(140Page)" section.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Tentative reorganization.
6. On the tentative reorganization screen, click organization/user setting.

7. On the organization/user setting screen (tentative), select an organization,
and then click the user name of the user whose organization membership
you want to change.
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8. On the User details (Tentative) screen, click Change roles.
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9. On the Change roles (Tentative) screen, select the check boxes of the
desired roles, then click Save.
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Clear the check boxes to remove the roles from the selected user.

10. Click "Organization/user settings (tentative)".

11. On the organization/user setting (tentative) screen, confirm that [ 1773 is
displayed for the user whose role you have changed.
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1.4.4.6. Applying a Tentative Structure

Apply the tentative structure to the current environment.

You can select one of the following:

* Applying the tentative structure to the current environment now.
» Applying the tentative structure to the current environment at the specified date and time.

The system timezone is used.

Caution

» Applying the tentative structure to the current environment causes a heavy load on the
server. We recommend to execute when the traffic is low, and do not execute it while the

database is stopped.

190 Garoon 6 On-Premise Administrator Help First Edition



1.4.4.6. Applying a Tentative Structure

Applying the Tentative Structure to the Current Environment
Immediately

Apply the tentative structure to the current environment immediately.
Before applying the tentative structure, make sure that it will not cause any problem to the current

environment.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Users.
5. Click Tentative reorganization.

6. On the Tentative reorganization screen, select Now, then click Apply now.
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7. Click "Yes" on the screen to apply the structure to the current environment.
A message stating "The tentative structure is being applied to the current environment." is

displayed.
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8. Click "Users".
9. Click Organization | user settings.

10. On the organization/user setting screen, confirm that the tentative structure
is applied to the current environment.
* If a message stating "The tentative structure is being applied to the current
environment." is displayed:

Wait a while and refresh the page.
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* If a message stating "The tentative structure has been applied to the current
environment successfully” is displayed:

Process to apply the tentative structure is completed.
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Note

» The message can be closed by clicking the icon
When a system administration closes the message window, the windows never

appear in other system administrators screen.

Applying the Tentative Structure to the Current Environment at
the Specified Date and Time

You can apply the tentative structure to the current environment when the process does not affect

business operations. For example, apply it during the restructuring of organizations.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Users.

Click Tentative reorganization.

o o A ® N

On the Tentative reorganization screen, select Specify the date and time,
then specify the date and time when you want to apply the tentative
structure to the current environment.

You can specify the date and time from the next day to the next month, with 30 minute

increments.
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7. Click Save.

8. On the screen to apply the structure to the current environment, confirm the
date and time, and then click "Yes".
On the Tentative reorganization screen, the date and time of the application appears until
the application process is completed.
The date and time of the application can be changed and reset until the application
process is completed.
* To change the date and time of the application, click Change.

* To reset the date and time of the application, click Reset.

9. Click "Users".
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10. On the organization/user setting screen, confirm the status.

» Before the specified date and time:

Displays the date and time when the tentative structure will be applied to the current

environment.
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* After the specified date and time:

If a message stating "The tentative structure is being applied to the current
environment." is displayed, wait a while and reload the page.

If a message stating "The tentative structure has been applied to the current
environment successfully" is displayed, the process to apply the tentative structure is

completed.
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Note

» The message can be closed by clicking the icon
When a system administration closes the message window, the windows never

appear in other system administrators screen.

If the Process Has Failed to Apply the Tentative Structure

When the application of the tentative structure to the current environment has failed, an error
message with an error code appears.

The tentative structure remains unapplied.

Follow the displayed message, change the settings and apply the tentative structure to the current

environment again.

1.4.5. Managing Organizations, Users, and Roles in a CSV
File

You can manage data for users, organizations, and roles in CSV files.

The following data can be managed using CSV files:

* Organization
> Organization details
> Organization member data

> Organization name data

» Users

o User profile
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> Membership information data

> Role data by user

* Role
o Role details

> User data by role

Importing Data from a CSV File

You can import organization, user, and role data from CSV files.

If an error occurs while importing a CSV file, the import process will be terminated. The data which

has been imported will be eliminated.

Caution

* In Garoon, only the organization information imported from CSV files will be overwritten
without being appended. Therefore, when you import organization information from a CSV
file, if an existing organization is not listed in the "Current Organization Codes" in the CSV
file, that organization will be deleted. If you want to import organization information from a

CSV file, all organization information must be listed in the CSV file.

Note

« If any tentative structure exists without applying to the current environment, the following
data cannot be imported from a CSV file.
> Organization details

> Qrganization name data

Steps:

1. Create a CSV file to import data.
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For information on items that can be managed in CSV files, see the "Organizations/Users/
Roles(2042Page)" section.

. Click the administration menu icon (gear icon) in the header.
Click "System settings".

Select "Basic system administration" tab.

. Click Users.

. Click "Import from CSV file".

. On "Import from CSV File" screen, select the data to import.

. Select the CSV file that you created in step 1.

© ®©® N O U A W N

. Set the data to import, and click Next.
The setting fields are as follows:
* Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
> Japanese (Shift-JIS)
> ASCII
> English (Latin1)
o Simplified Chinese (GBK/GB2312)
> Thai (TIS-620)

* Skip the first row:
If the header row contains information other than the data such as an item name and a
comment, select "Yes".
* CSV File Format:
This field is displayed when you import user information.
Select whether to use the version 3.0 or earlier format.

If you use version 3.0 or earlier, you cannot import information about localization.
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10. Confirm the CSV file contents and click Import.

Exporting Data to a CSV File

You can export organization data, user data, and role data to a CSV file.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

. Click Users.

3

4

5. Click "Export to CSV file".

6. On the "Export to CSV File" screen, select the data to export.
7

. Set the required items for the data to export.
The setting fields are as follows:
» Character encoding:

Select the character code that you want to use for encoding.

The following character encoding can be selected:
> Unicode (UTF-8)

You can select with BOM as required.

> Japanese (Shift-JIS)

Garoon 6 On-Premise Administrator Help First Edition 199



1 Chapter Basic System

> ASCII

> English (Latin1)

o Simplified Chinese (GBK/GB2312)
> Thai (T1S-620)

* Include header row:
To export an item name to the header row of a CSV file, select "Yes".
» Language in which the data is exported:
This field is displayed when you export an organization name.
Set the language in which you want to export an organization name. You can set
multiple languages.
The following languages can be selected:
o All
- BANGE
> English
o A (f&1A)
o X (%H8)

Exported in Traditional Chinese.

* CSV File Format:
This field is displayed when you import user information.
Select whether to use the version 3.0 or earlier format.

If you use version 3.0 or earlier, you cannot export information about localization.

8. Confirm your settings and click "Export".

9. Save the file with a function provided by your Web browser.
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1.5. Authentication

This section describes authentication for Garoon.

0 References

» Authentication System(201Page)

* Login Authentication Settings(206Page)

» Session Authentication Settings(215Page)

» Authentication Database Settings(226Page)

1.5.1. Authentication System

Authentication refers to verifying the validity of a connection target.

In Garoon, authentication is performed at the time of logging in and after logging in.

Login Authentication

Authentication performed at the time of logging in to Garoon is called login authentication.

The authentication types available for login authentication are as follows.
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Authentication

Description
Type
Standard Authenticate using Garoon authentication information. The authentication
Authentication results are saved in Cookie™.
Environment Authenticate using information set for environment variables. This
Variable authentication method is used for many single sign-on products.
Authentication If you want to set up single sign-on with third-party products, contact the

Cybozu official partner.

You can find our partners by searching Cybozu Partner Network.

L. Cookies issued by Garoon have the following attributes.
* Http-only attribute:
Prevent the tampering of cookies through script (e.g., JavaScript) from client computers.
* Secure attribute:

Issue cookies only when HTTPS is used for communications.

Session Authentication

After logging in to Garoon, whenever users perform various actions, session authentication is
performed.

The authentication types available for session authentication are as follows.

Authentication

Description
Type
Standard Authenticate using Garoon authentication information. The authentication
Authentication results are saved in Cookiel.
Environment Authenticate using information set for environment variables. This
Variable authentication method is used for many single sign-on products.
Authentication If you want to set up single sign-on with third-party products, contact the
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Authentication

Description
Type
Cybozu official partner.
You can find our partners by searching Cybozu Partner Network.
Cybozu Garoon can share authentication information with other Cybozu products.
Common The authentication results are saved in Cookie?.

Authentication

Open Integrated
Authentication

ver.2

Garoon can share authentication information with other Cybozu products
and third-party products. The authentication results are saved in Cookiel.
For the following items, set identical values as those of the product being
connected.

» Cookie name

* Integrated authentication password

* Integrated authentication password (for confirmation)

* Publishing domains

1. Cookies issued by Garoon have the following attributes.

« Http-only attribute:

Prevent the tampering of cookies through script (e.g., JavaScript) from client computers.

» Secure attribute:

Issue cookies only when HTTPS is used for communications.

Caution

« If you have configured Open Integrated Authentication ver.1 in earlier version of Garoon

5.15.0, upgrading to Garoon 5.15.0 or later will remove the Open Integrated Authentication

ver.1 settings.

Make sure you have configured the authentication type other than Open Integrated

Authentication ver.1 before the upgrade.
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Note

« If the product that shares authentication information with Garoon supports the Open
Integrated Authentication ver. 2, it is recommended to use the Open Integrated
Authentication ver. 2 in Garoon as well.

Open Integrated Authentication ver.2 is more secure than the following authentication
types.

> Cybozu Common Authentication

Authentication Database

Set which database to use when performing login authentication or session authentication.

You can switch which authentication information to refer to, depending on the authentication type.
The following two types of databases can be used for authentication.

« Standard Database:
This is the default database used for authentication. Authenticates using the Garoon user
information.

* Authentication Database:

You can register an authentication server of your choice. Only LDAP server can be added.

Caution

» When using SSL/TLS to connect to an LDAP server, you must change the OpenLDAP
settings on the server where Garoon is installed.

For details, see the Support Guide for settings required to connect to an LDAP server using
SSL/TLS.
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Note

» Garoon supports the LDAPv3 protocol.

Example of Authentication Settings

By combining login authentication and session authentication, you can configure authentication

such as the following

* Login Authentication:
> Authentication type: Standard Authentication

o Authentication database: Use an LDAP server

» Session Authentication:
o Authentication type: Open Integrated Authentication ver. 2

o Authentication database: Use an LDAP server

Example of Login Authentication:

074 J1E#

Active

Example of Session Authentication:
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1.5.2. Login Authentication Settings

Set authentication types to use when users log in to Garoon.
Set this if users perform single sign-on to Garoon from other systems, or want to change

authentication database only when logging in.

Adding Login Authentications

You can add login authentication.

The authentication types available for login authentication are as follows

» Standard Authentication

* Environment Variable Authentication

By default, standard authentication is selected.
If you want to use environment variable authentication for log in, add login authentication.
For details on authentication types, see the "Login Authentication(201Page)" section.
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Note

» To use LDAP server for authentication, you must configure the Authentication Database
Settings(226Page) before you can add or change authentication.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

3

4. Click "Authentication".

5. Click "Login Authentication”.
6

. On the "Login Authentication" screen, click "Add a Login Authentication”.
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7. On the "Add Login Authentication - Step 1/2" screen, check that
environment variable authentication has been selected as the login
authentication type, and click "Next".

8. On the "Add Login Authentication - Step 2/2" screen, set the required
items.
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For details on the setting items, see the "Login Authentication Setting ltems" section.

9. Confirm your settings and click Add.

I Login Authentication Setting Items

Set following items for login authentication.

Item

Description

Name

Enter a display name for the login authentication.

The name is mandatory.

Environment Variable

Name

Enter the name of the environment variable you want to use for
authentication.

You must set this environment variable name.

Strings starting from this
string are excluded in the

authentication

If you exclude any string from the value of the environment

variable, enter the first string to be excluded.
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Item

Description

Strings before this string
are excluded in the

authentication

If you exclude any string from the value of the environment

variable, enter the last string to be excluded.

Authentication Database

You can select an authentication database.
To authenticate in Garoon itself, select "Standard Database".
If you want to authenticate using an LDAP server, select an LDAP

server that has been added as an authentication database.

Changing the Standard Authentication

Items that can be edited in Standard Authentication vary, depending on the number of

authentication databases registered with Garoon.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

N o o &~ W N

. Click "System settings".

Select "Basic system administration" tab.

Click "Authentication".

Click "Login Authentication".

On the "Login Authentication” screen, click "Standard Authentication”.

On the "Standard Authentication" screen, click "Edit".
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8. On the "Change Login Authentication" screen, change the standard

authentication settings.
« If the "Authentication Database" has only "Standard Database"

Only the display name can be changed.
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« If the "Authentication Database" has "Standard Database" and the database

registered by the Administrator

In addition to changing the display name and authentication database, you can set
whether to use multiple authentication databases.
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To enable multiple authentication databases, select "Use multiple authentication
databases".

Also, select the authentication database to use in the "Usage" field.

All the authentication databases registered in Garoon are displayed in the table
above.

The display order of authentication databases is the same as the display order of the
"Authentication Database" screen. Note that the "Standard Database" always
appears at the end of the table.

Evaluates the "Usage" settings and connection conditions from top to bottom, to
connect to the first database that matches the conditions.

If connection conditions are not set, databases are assumed to be unconditionally
matched.

By reordering authentication databases(232Page), you can change the order in
which they are displayed.

9. Confirm your settings and click Save.
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Changing Registered Login Authentications

You can change the login authentication that has been added by the administrator.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Authentication".
5. Click "Login Authentication”.

6. On the "Login Authentication" screen, click the display nhame of the login
authentication that you want to change.

7. On the "Standard Authentication" screen, click "Edit".
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8. On the "Change Login Authentication" screen, change the fields as
hecessary.

9. Confirm your settings and click Save.

Deleting Login Authentications
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You can delete the added login authentication. If you delete the login authentication, authentication

cannot

be performed using the deleted authentication type.

You cannot delete Standard Authentication.

Caution

» The deleted login authentication cannot be restored.

Steps:

o o A ® N

7.

. Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration" tab.
Click "Authentication".
Click "Login Authentication”.

On the "Login Authentication" screen, select the check box for the login
authentication you want to delete, and then click "Delete".
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Click "Yes" on the "Delete all authentication" screen.

Garoon 6 On-Premise Administrator Help First Edition 213



1 Chapter Basic System

Note

* In Step 6, you can also delete the login authentication by clicking the display name of the
login authentication you want to delete, and then clicking "Delete" on the "Login

Authentication Details" screen.

Selecting a Login Authentication to Use

Select the authentication type for the login authentication that you want to use.
Only one login authentication can be used. The login authentication that is being used is displayed

as "Active".

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click "Authentication".

Click "Login Authentication".

o o A N

On the "Login Authentication" screen, click "Use" for the login
authentication that you want to use.
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7. Confirm that "Active" is displayed in the "Usage" field of the selected login
authentication.

Stop Using the Selected Login Authentication

You can stop using the selected login authentication.

You can stop using the login authentication by selecting other login authentication, or by deleting

the login authentication that you are using.
If you delete the login authentication that you are using, or delete all the login authentication that
you have added, standard authentication becomes active.

"Use" is displayed in the "Usage" field for the login authentication that has been deactivated.

You cannot disable a configured login authentication method. You must use one of the login

authentications.

1.5.3. Session Authentication Settings

Session authentication allows you to log in with single sign-on to the connected system using
authentication information authenticated in Garoon. You can also access Garoon with single sign-

on using the authentication information obtained from other connected systems.
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Note

» To use an LDAP server for the authentication database, you must configure the
Authentication Database Settings(226Page) before you can add or change authentication.

Adding Session Authentications

Add session authentication.
For session authentication, you set the information required to share authentication information
between Garoon and other products and systems.

The authentication types available for session authentication are as follows.

« Standard Authentication
* Environment Variable Authentication
* Cybozu Common Authentication

* Open Integrated Authentication ver.2

By default, standard authentication is selected.

For details on authentication types, see the "Session Authentication(202Page)" section.

Note

» Only one Open Integrated Authentication ver. 2 can be added.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".

3. Select "Basic system administration" tab.
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4. Click "Authentication".
5. Click "Session Authentication".

6. On the "Session Authentication" screen, click "Add Session
Authentication".
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7. On the "Add Session Authentication - Step 1/2" screen, select the session
authentication type, and then click "Next".

The following authentication types are available.
» Environment Variable Authentication
* Open Integrated Authentication ver. 2:

To add Cybozu Common Authentication, select Open Integrated Authentication ver. 2.
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8. On the "Add Session Authentication - Step 2/2" screen, set the required
items.
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For details on the setting items, see the "Session Authentication Setting ltems" section.

9. Confirm your settings and click Add.

I Session Authentication Setting ltems

Fill in the fields as needed for the authentication type.

Environment Variable Authentication

The environment variable authentication settings are as follows.

Item Description

Name Enter a display name for the session authentication.

The name is mandatory.

Environment Variable Enter the name of the environment variable you want to use for

Name authentication.
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Item

Description

Prefix If you exclude any string from the value of the environment
variable, enter the first string to be excluded.
Suffix If you exclude any string from the value of the environment

variable, enter the last string to be excluded.

Authentication Database

Select the database that you want to use for authentication.
To authenticate in Garoon itself, select "Standard Database".
If you want to authenticate using an LDAP server, select an LDAP

server that has been added as an authentication database.

Open Integrated Authentication ver. 2 and Cybozu Common Authentication

The following are the setting items for Open Integrated Authentication ver. 2 and Cybozu Common

Authentication.

Item

Description

Name

Enter a display name for the session authentication.

The name is mandatory.

Mode

You can select one of the following options:
* Open Integrated Authentication ver.2

* Cybozu Common Authentication

If you have already configured session authentication using Open
Integrated Authentication ver. 2, you can only select "Cybozu
Common Authentication”.

This mode must be set.

Cookie name1

Enter a Cookie name to be issued by Garoon or to be
authenticated.
This field is valid only when the mode is Open Integrated

Authentication ver. 2.
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Item Description

The Cookie name issued by Garoon is "CB_OPENAUTH".
The following Cookie name cannot be specified.

* CB_CLOGIN

* CB_PLOGIN

« CB_API

* GRN_Account

* CBSESSID

Authentication Password!  Password used for authentication. Enter a common password
used for the connected system.

You must set this authentication password.

Authentication password Enter the password you entered in the "Authentication password"
(for confirmation)1 field.

You must confirm the authentication password.

Active Time Select the effective time for cookies issued by Garoon.
After accessing Garoon, the Cookie issued by Garoon will be
discarded if the time you set elapses.

This active time must be set.

1 Enter a common domain used in Garoon and the connected

Issuing Domain
product.
Domains that are lower than the entered domain are the scope of
the Cookie.

Example: sample.cybozu.com

Authentication Database Select the database that you want to use for authentication.
To authenticate in Garoon itself, select "Standard Database".
For Open Integrated Authentication ver. 2, select "Standard
Database".
If you want to authenticate using an LDAP server, select an LDAP

server that has been added as an authentication database.
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1. Set the same value as the product being connected.

Caution

* If the login name is "Administrator”, the Garoon cannot be single-signed on.

Changing Session Authentications

Change the display name, authentication database, and so on. Editable fields vary, depending on
the session authentication type.

For Standard Authentication, only display name and authentication database can be changed.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click "Authentication".

Click "Session Authentication".

o o A w N

. On the "Session Authentication" screen, click the display name of the
session authentication you want to change.

7. On the "Session Authentication Details" screen, click "Edit".
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8. On the "Change Session
necessary.

Authentication" screen, change the settings as

9. Confirm your settings and click Save.

Deleting Session Authentications

Delete session authentication. If you
authentication is disabled.

You cannot delete Standard Authenti

Caution

delete session authentication, single sign-on using that

cation.

* The deleted session authentication cannot be restored.

Steps:
1. Click the Administration
2. Click "System settings".

3. Select "Basic system ad

menu icon (gear icon) in the header.

ministration" tab.
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4. Click "Authentication".
5. Click "Session Authentication".

6. On the "Session Authentication" screen, select the check box for the
session authentication you want to delete, and click "Delete".
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7. Click "Yes" on the "Delete all session Authentication" screen.

Note

* In Step 6, you can also delete the session authentication by clicking the display name of the
session authentication you want to delete, and then clicking "Delete” on the "Session
Authentication Details" screen.

* If you delete all the session authentication that you have added, standard authentication is

used.

Selecting a Session Authentication to Use
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Select the authentication type for the session authentication that you want to use.
Multiple session authentication can be used in combination. The session authentication that is

being used is displayed as "Disable".

Caution

* When you use Open Integrated Authentication ver. 2, configure to use standard

authentication as well.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click "Authentication".
Click "Session Authentication".

On the "Session Authentication” screen, click "Use" for the session

o o oA ® N

authentication that you want to use.

7. Confirm that "Disable" is displayed in the "Usage" field of the selected
session authentication.
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Stop Using the Selected Session Authentication

Stop using session authentication.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click "Authentication".

Click "Session Authentication".

o 0 A N

On the "Session Authentication” screen, click "Disable" for the session
authentication that you want to stop using.

7. Confirm that "use" is displayed in the "Usage" field of the session
authentication, which has been disabled.
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1.5.4. Authentication Database Settings

You can set authentication databases.
When using an LDAP server, depending on the specifications, you must prevent users from

logging in with an empty password,

For details, see the password restrictions(126Page).

Caution

» We shall not be liable for any loss or damage incurred by Customer due to Customer's
setting of Garoon.
Please use Garoon at Customer's own discretion and responsibility.
For details, see the License Agreement.

» When using SSL/TLS to connect to an LDAP server, you must change the OpenLDAP

settings on the server where Garoon is installed.

For details, see the Support Guide for settings required to connect to an LDAP server using
SSL/TLS.

Adding Authentication Databases

Add an LDAP server as a Garoon authentication database.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Authentication”.

5. Click "Authentication Database".
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1.5.4. Authentication Database Settings

6. Click "Add Authentication Database" on the "Authentication database"

screen.
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7. On the "Add Authentication Database - Step 1/2", confirm that "LDAP" is

selected as the authentication database type and then click "Next".

8. On the "Add Authentication Database - Step 2/2" screen, set the required

items.
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For details on the setting items, see the "Authentication Database Setting ltems" section.

9. Confirm your settings and click Add.

Note

* When using LDAPS as the authentication database type, you do not need to set the port

number.

IAuthentication Database Setting Items

Set following items for authentication database.
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Item Description
Name Enter a display name for the authentication database.
The name is mandatory.
Use of SSL Select the check box to encrypt the contents sent to the server

using SSL.

Server name

Enter the server name of the authentication server you want to
use.
The server name must be one of the following.

* FQDN of the LDAP server

» Host Name

* |P addresses

This Server name must be set.

port number

Enter the port number that you want to use for authentication.
This field is disabled if you are using SSL for communication with
the server.

This port number must be set.

Use Anonymous

Select the check box to use Anonymous user to communicate

with the LDAP server.

Account name

Enter the user who communicates with the LDAP server, in the
DN format or in the e-mail address format (UserPrincipalName).
This field is disabled when using Anonymous.

This account name must be set.

password

Enter the password for the account.
This field is disabled when using Anonymous.

This password must be set.

Confirm Password
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Item

Description

Enter the password that you entered in the "Password" field.
This field is disabled when using Anonymous.

This confirmation password must be set.

Base DN for Search

Enter the base DN for search.

Example: dc=cybozu, dc=sample, dc=com

Search Filter

Enter a search filter.

Example: (SAMAccountName =% s)

Authentication type

Select an authentication type.

The following authentication types are available.
 PlainText password (simple authentication)
* SASL DIGEST-MD5
* SASL CRAM-MD5
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Item Description

Connection conditions Select "Set connection conditions" only when you want to set
conditions for connecting to an LDAP server.
* Login name:
Specify login name for the LDAP server by using one of the
following conditions.
Up to 100 characters can be entered.
o Prefix is equal to:
Specify the prefix of login name.
Example: "ldap_ooo"
o Suffix is equal to:
Specify the suffix of login name.

Example: "ooo_ldap"

* Exclude prefix or suffix from login name for authentication:
Select the check box to exclude the conditions for login name
that you configured above, when authenticating users on an

LDAP server.

Note

* For details on LDAP server settings, contact the Cybozu official partner or the vendor.

Changing Authentication Databases

Change the authentication database's display nhame, server name, and so on.

You cannot change settings for standard database.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Authentication".
5. Click "Authentication Database".

6. On the "Authentication database" screen, click the display nhame of the
authentication database you want to change.

7. On the "Authentication Database Details" screen, click "Edit".
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8. On the "Change Authentication Database" screen, change the settings as
hecessary.

9. Confirm your settings and click Save.

Reordering Authentication Databases

If multiple authentication databases have been added by the administrator, you can reorder them.

However, "standard database" cannot be reordered. It always appears at the top.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Authentication".
5. Click "Authentication Database".

6. On the "Authentication Database" screen, click "Reorder Authentication
Databases".
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7. On the "Reorder Authentication Databases" screen, change the display
order of authentication databases.

8. Confirm your settings and click Save.

Deleting Authentication Databases

You can delete the authentication database.
If you delete authentication database that is used for login authentication and session

authentication, the authentication database that is used for authentication is automatically replaced
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by the standard database.

You cannot delete the standard database.

Caution

* The deleted database cannot be restored.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click "Authentication".

Click "Authentication Database".

o o A ® N

On the "Authentication Database" screen, select the check box for the
authentication database you want to delete, and then click "Delete".
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7. Click "Yes" on the "Delete all authentication databases" screen.

Note

* In Step 6, you can also delete the authentication database by clicking the display name of
the authentication database you want to delete, and then clicking "Delete" on the

"Authentication Database Details" screen.

1.6. Single Sign-On

This section describes single sign-on for Garoon.
When you set single sign-on, users who have logged in to Garoon once can access other systems

on the single sign-on account without going through the login screen.

0 References

* Single Sign-On Settings(235Paage)

1.6.1. Single Sign-On Settings

"Single sign-on" is a feature to pass the logged-in user's authentication information from Garoon to

other systems.
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Once users have logged in to Garoon, they do not need to enter account and password for
authentication when they access other systems from Garoon.

For details on authentication methods to log in to Garoon and how to keep the authentication

information after login, see Authentication System(201Page).

Available authentication methods for Garoon single sign-on feature

* GET Authentication
This is a form authentication. Systems authenticate users using parameters set in the URL.
Logged-in users' information is sent as parameters in URL.

* POST Authentication
This is a form authentication. Systems authenticate users using parameters sent (POST'ed)
from Web pages.

Logged-in users' information is sent using the POST Method.

Note

» Users' information is displayed in the URL for GET authentication. Please make sure that
the system you use is authentic.

* If you want to set up single sign-on with third-party products, contact the Cybozu official
partner.

You can search for partners on the Search Partners page of the product site.

Adding Single Sign-On

You can add a single sign-on configuration between Garoon and other systems including Cybozu

products other than Garoon.

Steps:

1. Click the Administration menu icon (gear icon) in the header.
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1.6.1. Single Sign-On Settings

2. Click "System settings".

3. Select "Basic system administration" tab.
4. Click "Single sign-on".

5. Click "Single sign-on" settings.

6. On the single sign-on settings screen, click "Add a configuration".
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7. On the "Add a configuration screen, select Single sign-on method and
Target application, and click "Next".
* Single sign-on method:
Select either of the following authentication methods.
o GET Authentication
o POST Authentication

* Target application:
Select the application which contains the data to be sent. Depending on the feature/
application you select, items used for GET or POST in step 8 vary.
Available features and applications are as follows.
o User profile
> Bookmarks
> Phone Messages
> Address Book
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8. On the "Add a configuration" screen, set the required items.
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Items for setting up single sigh-on
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Item

Description

Name

The name is mandatory.

Enter the display name for the single sign-on.

System URL for GET
or
System URL for POST

The URL is mandatory.
Enter the target system URL to send the authentication

information using GET or POST.

Options

» Open in new window:
A new window is opened to access the system using the
single sign-on.

* Allow users to change:
Allow users to change the single sign-on settings in

Personal Settings.

GET items (for users)
or

POST items (for users)

* Variable name:
Enter user variable names.
- Default!:
Select how to enter the user variables from the
followings.
> Type:
Enter the value of the valuable in the input field.
> Logged-in user information:
Select the variable from the user information of the
logged-in user.
> Application data:
Select the variable from the application data you
have selected. Applications you can select are as
follows.
= User profile
= Bookmarks
= Phone Messages
= Address Book
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Item Description

* User variables
In the drop-down list, select either the logged-in user
information or the item of the selected application.
Enter the value of the valuable when you want to set the

value manually.

GET items (for system) * Variable name:

or Enter system variable names.

POST items (for « Default!:

system) Select how to enter the user variable from the followings.
o Type:

Enter the value of the valuable in the input field.
> Logged-in user information:
Select the variable from the user information of the
logged-in user.
> Application data:
Select the variable from the application data you
have selected. Applications you can select are as
follows.
= User profile
= Bookmarks
» Phone Messages

» Address Book

» System variable:
In the drop-down list, select either the logged-in user
information or the item of the selected application.
Enter the value of the valuable when you want to set the

value manually.

L. The value of this item is used when a user initializes the settings in Personal Settings.
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9. Confirm your settings and click Add.

Note

* After you have configured the single sign-on settings, you need to configure the single sign-

on settings also in the selected application. For details, see the following page:

o User profile: Managing User Profile ltems(113Page)

> Bookmarks: Settings for Shared Bookmarks(969Page)

> Phone Messages: General Settings for Phone Messages(1253Page)
o Address Book: Settings for Address Book Items(1294Page)

Changing Single Sign-On

You can change the single sign-on configuration.

However, you cannot change the target application for variables.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click "Single sign-on".

. Click "Single sign-on" settings.

o 0o A W N

. On the single sign-on settings screen, select the single sign-on nhame you
want to change.

7. On the single sign-on details screen, click "Edit".
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8. On the "Change single sign-on configuration" screen, change the fields as

necessary.

9. Confirm your settings and click Save.

Removing Single Sign-On Configuration

You can remove the single sign-on settings.

If you remove the single sign-on settings for products/systems other than Garoon, you need the

authentication information such as account and password to access them.

Caution

* Removed single sign-on configuration cannot be restored.

I Removing Single Sign-On Configuration One by One
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Garoon 6 On-Premise Administrator Help First Edition



1.6.1. Single Sign-On Settings

You can remove the single sign-on configuration one by one.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".

. Select "Basic system administration" tab.

. Click "Single sign-on" settings.

3
4. Click "Single sign-on".
5
6

. On the single sign-on settings screen, select the single sigh-on hame you

want to remove.

7. On the single sign-on details screen, click "Remove".
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8. Click "Yes" on the "Remove configuration" screen.

I Removing Multiple Single Sign-On Configurations in Bulk

You can select single sign-on configurations and delete them all together.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
. Click "Single signh-on".

Click "Single sigh-on" settings.

o o A W N

On the single sign-on settings screen, select the single sign-on check
boxes that you want to remove and click "Remove".
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7. Click "Yes" on the "Remove configurations" screen.

I Removing All Single Sign-On Configurations

You can remove all single sign-on configurations.

Steps:
1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
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3. Select "Basic system administration" tab.
4. Click "Single sign-on".

5. Click "Single sign-on" settings.

6. On the single sign-on settings screen, click "Remove all configurations".
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7. Click "Yes" on the "Remove all configurations" screen.

1.7. Application

In the "Application” of the system administration, you can edit the name of Garoon applications

and allow users to use applications.

You can set permissions to use applications for each organization, user, or role.

If you set "Remote access rule” on the "Application users" screen, you can limit which applications

are available to users when they remotely access Garoon.
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© References

* Using Applications(246Page)

* Elow of Application Users Settings(254Page)
* Limiting Application Users(256Page)

* Remote access rule(263Page)

1.7.1. Using Applications

For each application, you can set to stop using the application or to resume using it.

Stop Using Applications

You can deactivate applications.

Deactivated applications do not appear on both the user screen and the administration screen.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
. Click Applications.

. Click Management.

o o A W N

. In the "Management" screen, click Deactivate for the application which you
want to deactivate.
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IWhen Disabling Portals, Spaces, and Links

* Management screen of system administration:

Application ID of the deactivated application turns red, and the Activate button is displayed.
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* User screens:
Deactivated applications are not displayed on the user's screen.

The application menus and the portlets placed in the portal are not displayed as well.
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Getting Started with Applications

You start using applications.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Applications.
5. Click Management.

6. In the "Management" screen, click Activate for the application which you

want to activate.
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The applications that you can activate and the corresponding application IDs are as

follows:
Application Application ID
Portal portal
Space space
Bookmarks link
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Application Application ID
Scheduler schedule
Messages message
Bulletin Board bulletin
Cabinet cabinet
Notes memo
Phone Messages phonemessage
Timesheet timecard
To-Do List todo
Address Book address
E-mail mail
Workflow workflow
MultiReport report
Cybozu Online Service cbwebsrv
Presence indicators presence
Favorite star
Notifications notification
KUNAI kunai
Respond favour
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Application Application ID

Cybozu Office dezielink

Image Assets assets

1.7.2. Editing Application Names

You can rename applications.
Depending on the type of application, renewed application name will be reflected in button names
and link names.

You can also edit the "Like" label of the respond feature from "Edit application name" screen.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Applications.

Click Management.

I

On the "Management" screen, click the application you want to rename.
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If you want to change the "Like" label of the respond feature, click "Like" in the "Name"
field.

"Cybozu Online Service" cannot be renamed.

7. On the "Change application Name" screen, enter a new name.

You can set the application name for each language.
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8. Confirm your settings and click Save.
On the "Management" screen, you can check the settings by clicking Preview for the

application you want to check.

1.7.3. Initializing Applications

This section describes how to initialize an application.
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Caution

* All registered data will be deleted when this reinitialization for the application is performed.

* Initialized applications cannot be restored.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Applications.

Click "Management".

o o A ® N

In the "Management" screen, click "Reinitialize" of the application which
you want to reinitialize.

7. Click "OK" in the confirmation screen.

Note

* To initialize the entire garoon, use the command.

For details, see the "Garoon Initializing Commands(1973Page)" section.
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1.7.4. Flow of Application Users Settings

Allow applications to be used by organizations, users, or roles.

By setting "Remote access rule”, you can limit applications that users can use when they remotely
access Garoon.

This section describes the steps to do this.

Steps:
step1 Select applications that are available to users.
step2 Set"Remote access rule” if necessary.

step3 Select applications for which remote access is allowed.

Step Select applications that are available to users.
1

For details, see the "Limiting Application Users(256Page)" section.
Step Set "Remote access rule" if necessary.
2

Set this rule if you want to limit applications that are available to remote users.
For details, refer to the "Remote access rule(263Page)" section.

Step Select applications for which remote access is allowed.
3

If you set "Remote access rule" in Step 2, set applications that are available to remote

users, apart from available applications that you set in Step 1.

For details, see Step 10 in the "Remote access rule(263Page)" section.
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Image of Limiting Remote Accesses

For example, by setting "Remote access rule", you can allow only schedulers and mails to be

accessed remotely while allowing all applications to be accessed within the office.
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1.7.5. Limiting Application Users

You can limit which applications are available to users for each organization, user, or role.

If multiple targets are set for one user, that user can access applications allowed for one of the
targets.

Applications that are not allowed to use are not displayed on the user screen. Users who are not

allowed to use schedulers, messages, etc. cannot be specified as attendees or recipients.

Applications for Which Application Users Can Be Set

* Space

» Bookmarks

» Scheduler

* Messages

* Bulletin Board

* Cabinet

* Phone Messages

» Timesheet

» Address Book:
The "User list" does not appear on the "Address Book" screen of users who are not allowed to
use the application. However, when you select a user in applications such as Scheduler or
Messages, user information for the user appears.

* E-mail

» Workflow

» MultiReport

Applications for Which Application Users Cannot Be Set

* Portal:
Portlets of applications that are not allowed to use are not displayed on the portal.
* Memo
* To-Do List
» Cybozu Online Service:

To use Cybozu Online Service, you must set up the service.

For details, refer to the "Cybozu Online Service(1826Page)" section.
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* Presence indicators

* Favorite

* Notifications:
Notifications of applications that are not allowed to use are not displayed on the notification
list.

* KUNAI:
On the "User permissions(1878Page)" screen of KUNAI, set applications available for each
user in KUNAI.

* Respond

* Image Assets

Note

* Icons of applications that are not allowed to use change to grayed out icons, indicating that
they are unavailable.
Space Example: .

* If an application is prohibited to use, the icon of the last message sender or the user who

last updated the bulletin board will be grayed out .

Adding Application Users

Add organizations, users, and roles and select which applications are available to the selected

users.

Inactivated applications are not displayed. If you cannot find the application you want to make

available, check whether the application is set to "Activate".

For details, refer to the "Using Applications(246Page)" section.
In the example used in this section, "Remote access rule" is set to "Allow all".

Steps:

1. Click the administration menu icon (gear icon) in the header.
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2. Click "System settings".

3. Select "Basic system administration" tab.
4. Click Applications.

5. Click Application users.

6. On the "Application users" screen, click Add.
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7. On the "Add Target" screen, select the organization, user, or role you want
to add, and click Add.
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8. Select the checkboxes of the applications you want to make available.
If "Remote access rule" is set to "Allow all", only the "Allow to use" field is displayed. The

"Allow to remote access" field is not displayed.
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9. Confirm your settings and click Add.

Changing Allowed Applications

To change applications available to users:

In the example used in this section, "Remote access rule" is set to "Allow all".

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Applications.

Click Application users.

o o oA N

On the "Application users" screen, click Change for the user you want to
change its setting.
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7. On the "Change allowed applications"
are allowed to use.

If "Remote access rule" is set to "Allow all", only the "Allow to use" field is displayed. The

"Allow to remote access" field is not displayed.

screen, change which applications
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8. Confirm your settings, and then click Save.

Removing Application Users

Remove organizations, users, or roles that are set as application users.

Once targets are deleted, they cannot use applications allowed to use to the targets.

I Removing Multiple Users Collectively

Select application users and remove them all together.
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Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
. Click Applications.

Click Application users.

® o A W N

On the "Application users" screen, select the checkboxes of the
organizations, users, or roles you want to remove, and then click Delete.
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7. Click Yes on the "Delete target"” screen.
I Removing All Users
Remove all application users.

Steps:

1. Click the administration menu icon (gear icon) in the header.
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2. Click "System settings".

3. Select "Basic system administration" tab.
4. Click Applications.

5. Click Application users.

6. On the "Application users" screen, click Delete all.
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7. On the "Delete all targets" screen, click Yes.

1.7.6. Remote access rule

You can limit which applications are available to users when they remotely access Garoon.
If user attempts to remotely access an application that is not allowed to use, that application will

not be displayed and the user cannot use that application.

Caution

* To allow users to remotely access Garoon, you must set up security settings in users'
environments. If you are concerned with taking security measures or building networks,

consult specialized system integrators.

Garoon 6 On-Premise Administrator Help First Edition 263



1 Chapter Basic System

Here we describe the way to limit remotely accessible applications.

After setting the "Remote access rule”, you can set applications to allow remote access.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Applications.
5. Click Application users.

6. On the "Application users" screen, click Details in "Remote access rule".
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7. On the "Remote access rule details" screen, click Change.
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8. On the "Change remote access rule" screen, set whether to restrict remote
access.
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The setting fields are as follows:

* Allow all:
The default value is "Allow all". Select this option if you do not want to limit remote
access to applications.

* Restrict access via Remote Service:
Select this option if accesses via remote service are considered as remote accesses
and the available applications are limited.

* Control with IP address:
Select this option if accesses from IP addresses that are not registered in Garoon are
considered as remote accesses and the available applications are limited.
For example, accesses from IP addresses that are listed here are considered as
accesses within the office.
A maximum of 500 IP addresses of IPv4 can be added.
Supports both IPv4 and IPv6 addresses.

To specify a range of IP addresses, use the CIDR notation.

A): To add multiple IP addresses, click "+" to increase the input field.

b): Select the check box and click Up or Down to reorder them.

9. Confirm your settings and click Save.

Then, set applications for which remote access is allowed.
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10. Click Application users to set applications for which remote access is
allowed.

* If you want to add a target:

1. On the "Application users" screen, click Add.
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2. On the "Add Target" screen, select the organization, user, or role you want to add,

and click Add.
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3. In the "Allow to remote access" field, select the checkboxes of the applications you
want to allow remote access.
Applications that do not have their checkboxes selected in the "Allow to use" field
cannot be selected.
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4. Confirm your settings and click Add.
* If you want to change the existing target settings:

1. On the "Application users" screen, click Change for the user you want to change
its setting.
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2. On the "Change allowed applications” screen, in the "Allow to remote access" field,
select the checkboxes of the applications you want to allow remote access.
Applications that do not have their checkboxes selected in the "Allow to use" field
cannot be selected.
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3. Confirm your settings and click Save.

11. On the "Application users" screen, confirm that your settings are displayed
in the "Application users" list.
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The icons of applications that are not allowed to remote access are displayed as follows:

Space Example: 2,

Note

* If you change to "Allow all", the IP addresses that you have added are not removed. The IP

addresses will appear when you change to "Control with IP address".

Managing IP Addresses Using CSV Files

IP addresses to be used to control remote access are managed in a CSV file.

I Importing Data from a CSV File
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You can import IP addresses to be used to control remote access from the CSV file.
If any error occurs while attempting to import a CSV file, the import will stop, and the imported

contents will not be applied.

Steps:

1. Create a CSV file to import data.

For information on items that can be managed in CSV files, refer to the "|P_Addresses to

Be Used to Control Remote Access(2060Page)" section.

. Click the administration menu icon (gear icon) in the header.
Click "System settings".

Select "Basic system administration" tab.

Click Applications.

Click Application users.

N o oA e N

. On the "Application users" screen, click Details in "Remote access rule".
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8. On the "Remote access rule details" screen, click Import IP addresses.

9. On the "Import IP addresses - Step 1/2" screen, select the CSV file that you
created in step 1.

10. Set the data to import, and click Next.
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You can import up to 500 items.
Options are as follows.
* Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
> Japanese (Shift-JIS)
> ASCII
> English (Latin1)
o Simplified Chinese (GBK/GB2312)
> Thai (TIS-620)

* Skip the first row:
If the header row contains information other than data such as an item name and a

comment, select "Yes".

11. On the "Import IP addresses - Step 2/2" screen, check the contents of the
CSV file, and click Import.

I Exporting Data to a CSV File

You can export IP addresses to be used to control remote access to the CSV file.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Applications.

Click Application users.

o o A N

On the "Application users" screen, click Details in "Remote access rule”.

Garoon 6 On-Premise Administrator Help First Edition 271



1 Chapter Basic System

FA1—Y—0D=EE

HEBDNS DFIFERTE IP7 RLZA%IEE | (A2

FAAI—Y—0ZERR(5HF) Femss X T Tas

4 Hlge ==

7. On the "Remote access rule details" screen, click Export IP addresses.

8. On the "Export IP addresses" screen, set the required items for the data to
be exported.
The setting fields are as follows:
» Character encoding:
Select the character code that you want to use for encoding.
The following character codes can be selected.
> Unicode (UTF-8)
You can select with BOM as required.
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TIS-620)

¢ Include header row:

To export an item name to the header row of a CSV file, select "Yes".

9. Confirm your settings and click Export.

10. Save the file with a function provided by your Web browser.
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1.7.7. Managing Users in a CSV File

Manage application user settings using a CSV file.

Importing Data from a CSV File

Import

application users settings from a CSV file.

If an error occurs while importing a CSV file, the import process will be terminated. The data which

has been imported will be eliminated.

Steps:

1.

N o o &~ W N

Create a CSV file to import data.

For information on items that can be managed in CSV files, refer to the "Application

users(2058Page)" section.

. Click the administration menu icon (gear icon) in the header.

Click "System settings".
Select "Basic system administration” tab.
Click Applications.

Click Import application users.

. On the "Import application users - Step 1/2" screen, select the CSV file that

you created in Step 1.

. Set the data to import, and click Next.

The setting fields are as follows:
» Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
> Japanese (Shift-JIS)
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> ASCII

> English (Latin1)

o Simplified Chinese (GBK/GB2312)
> Thai (TIS-620)

* Skip the first row:
If the header row contains information other than data such as an item name and a

comment, select "Yes".

9. On the "Import application users - Step 2/2" screen, check the contents of
the CSV file, and then click "Import”.

Exporting Data to a CSV File

Export application users settings to a CSV file.

Steps:
1. Click the administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Applications.

5. Click Export application users.
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6. On the "Export application users" screen, set the required items for the
data to be exported.
The setting fields are as follows:
 Character encoding:
Select the character code that you want to use for encoding.
The following character codes can be selected.
> Unicode (UTF-8)
You can select with BOM as required.
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TI1S-620)

¢ Include header row:

To export an item name to the header row of a CSV file, select "Yes".

7. Confirm your settings and click "Export".

8. Save the file with a function provided by your Web browser.

1.8. File

This section describes the settings for files that are handled in Garoon.
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© References

* Is there a limit to the size of files that can be uploaded?

* Cannot download files with single-byte spaces or "+" in their names.

» Cannot upload 30 MB files.

1.8.1. General Settings for files

On the "General Settings" page of a file, you can set files that are common to each application.

Setting File Size Limitations

Limit the size per file to allow uploading to garoon.

Applies to the following applications and functions

* Space

» Scheduler

* Messages

* Bulletin Board

* Cabinet

*» Memo

» Address Book

» Workflow

* MultiReport

* Application Menu:
This size limit is also applied to the image file used for the icon in the Application menu.

For details, refer to Application Menu settings(306Page).

» User profile
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1.8.1. General Settings for files

Caution

* The file size limit of e-mail attachment varies depending on the e-mail size settings.

For details, refer to Setting e-mail size limits(1400Page).

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click "File".

Click General Settings.

o o A ® N

In the "File size limit" field on the "General Settings" screen, select a limit
for the size per file.
The available file size limits are as follows
* 512KB
*1MB
* 3MB
* 5MB
* 10MB
* 50MB
* 100MB
* 1024MB

7. Confirm your settings and click Save.

Setting the Maximum Value for Versioning
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Set the maximum number of generations for which you want to version a file.

Applies to the following applications.

» Scheduler

* Space

* Bulletin Board
* Cabinet

* Messages

» MultiReport

* Memo

What Is Versioning?

Versioning is a feature to hold updated files from the current point of time.

If an updated file is corrupted, or if you update the file incorrectly, you can replace the file with the
earlier version you want.

The files to be kept in version control are set in generational increments. The number of
generations to be set is set when each user registers a file.

For example, if you have two generations of versioning, you can keep the updated files from
“"current/current to one before/from the current time".

When a new file is updated, older files that are larger than the specified generation will be deleted.
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Available operations when the versioning feature is enabled

» Download files that you have stored in the past

» Update retained files as up-to-date files

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click "File".

Click General Settings.

© o » W Db

On the "General settings" screen, in the "Upper limit for versioning" field,
select the number of generations to be versioned.
The number of generations you can select is as follows

* Not

«1-10

* Unlimited

7. Confirm your settings and click Save.

Enabling the Locking Feature

Select whether to enable the locking feature.

Applies to the following applications.

« Bulletin Board
* Cabinet
* MultiReport
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Note

» The locking feature for Messages is always enabled, regardless of whether the locking
feature for Files is enabled or not.
* The file locking feature is not applicable to the following applications.
> Scheduler

o Space

What Is the Locking Feature?

The lock feature is a feature that temporarily restricts editing permissions to only the file editor, so
that other users cannot edit the file at the same time.

When other users view the file under editing, a message "This file is being edited by (user name)."
is displayed on the screen.

Other users cannot do the following until the lock is released

» Changing File Information

» Updating, moving, and deleting files
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officedocument.presentationml.presentation)

a): The "Update Files" field is grayed out and cannot be clicked during the lock.

b): Displays the name of the user who is editing the file.

Steps:

1. Click the Administration menu icon (gear icon) in the header.
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o o oA N

. Click "System settings".

Select "Basic system administration” tab.
Click "File".
Click General Settings.

On the "General settings" screen, on the "File locking" field, select the
"Active" checkbox.

. Confirm your settings and click Save.

Setting the Period for Locking

Set the period for which you want to lock the file you are editing. This setting is applied when the

locking feature is enabled.

After the period of locking is applied, the lock is automatically unlocked.

Applies to the following applications.

* Bul

letin Board

* Cabinet

* Messages

» MultiReport

Steps:

1.

o o A ® N

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration" tab.
Click "File".

Click General Settings.

. In the "Locking period"” field on the "General Settings" screen, select the

period for which you want to lock the file you are editing.
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The available periods are as follows
30 minutes
* 1 hour
* 3 hours
* 5 hours
* One day

e Unlimited

7. Confirm your settings and click Save.

1.8.2. MIME Type Settings

Set the MIME type for each file extension.
The MIME type is a method that represents the format of data in "type name/subtype name"
strings. This is used to determine how a Web browser processes files on Garoon.

The following MIME types are specified in default settings

Extension MIME Type
bmp image/bmp
csv text/csv
doc application/msword
docm application/vnd.ms-word.document.macroEnabled.12
docx application/vnd.openxmlformats-

officedocument.wordprocessingml.document

exe application/x-msdownload
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Extension MIME Type
gif image/qgif
htm text/ntml
html text/html
jpe image/jpeg
jpeg image/jpeg
ipg image/jpeg
mid audio/midi
mp3 audio/mpeg
mpeg video/mpeg
pdf application/pdf
png image/png
ppt application/vnd.ms-powerpoint
pptm application/vnd.ms-powerpoint.presentation.macroEnabled.12
pptx application/vnd.openxmlformats-
officedocument.presentationml.presentation
ram audio/x-pn-realaudio
tif image/tif
tiff imagel/tiff
txt text/plain
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Extension MIME Type

wav audio/x-wav
xls application/vnd.ms-excel
xlsm application/vnd.ms-excel.sheet.macroEnabled.12
xlsx application/vnd.openxmlformats-officedocument.spreadsheetml.sheet
xml text/xml
xsl text/xml
zZip application/x-zip-compressed

Note

« If you do not set the MIME type, when you download a file attached to Garoon, the
extension may be saved from the original extension.

For details, refer to when yvou download attachments, the extensions are changed..

« If the MIME type with ".pdf" extension is set to something other than "application/pdf" or
deleted, you cannot use the PDF preview feature.

For details on this feature, refer to PDE Preview Feature.

Adding MIME Types

Add MIME Type Association.

Steps:

1. Click the Administration menu icon (gear icon) in the header.
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1.8.2. MIME Type Settings

2. Click "System settings".

3. Select "Basic system administration" tab.
4. Click "File".

5. Click MIME type.

6. On the "MIME type" screen, click "Add MIME Type".
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7. On the "Add MIME Type" screen, set the extension and MIME type.
The extension and MIME type must be set.
* Extension:
Enter the file extension associated with the MIME type.
.1 (Dot) is not required.
« MIME type
In the type name/subtype name string, specify the application that you want to

associate with the MIME type.
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8. Confirm your settings and click Add.
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Changing MIME Types

Change the MIME type associated with the extension.

Steps:

1.

o 0 A W N

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration” tab.

Click "File".

Click MIME type.

On the "MIME type" screen, click the extension for the MIME type you want

to change.

. On the "MIME type Details" screen, click Edit.

AEEITD
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the extension.

Deleting MIME Types

Delete the MIME type.

. On the "Change MIME type" screen, change the MIME type associated with

. Confirm your settings and click Save.
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Caution

» The deleted MIME type cannot be restored.
* If you download a file with an extension that has been associated with the deleted MIME

type, the file may be saved as a different extension.

I Delete MIME Types One by One

Delete the MIME type by one.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click "File".

Click MIME type.

© g » W Db

On the MIME type screen, click the extension for the MIME type you want to
delete.

7. On the "MIME type Details" screen, click Delete.

MIME#S 4 J D
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8. Click Yes on the "delete MIME type" screen.

I Deleting Multiple MIME Types in Bulk

Select the MIME type you want to delete, and delete it all together.
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Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "File".
5. Click MIME type.
6. On the MIME type screen, select the checkbox for the MIME type you want
to delete, and then click Delete.
] A ppt application/vnd.ms-powe
A pptm application/vnd.ms-powe
] |4, pptx application/vnd.openxmlf
[d ram audio/x-pn-realaudio
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7. Click Yes on the "delete all MIME types" screen.

I Deleting All MIME Types

Delete all MIME types.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click "File".
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5. Click MIME type.

6. On the MIME type screen, click Delete all MIME types.
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AMIMES A THEIENMT D | KEMIMES A T %HIBR T3

7. Click Yes on the "delete all MIME types" screen.

1.8.3. Managing MIME types in CSV files

Manages the MIME type in a CSV file.

Importing Data from a CSV File

Import the MIME type from a CSV file.
If an error occurs while importing a CSV file, the import process will be terminated. The data which

has been imported will be eliminated.

Steps:

1. Create a CSV file to import data.
For information on the CSV file, refer to the MIME type(2061Page) CSV format.

2. Click the Administration menu icon (gear icon) in the header.

3. Click "System settings".
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4.
5.
6.
7.

Select "Basic system administration” tab.
Click "File".
Click Import MIME Type.

In the "Import MIME Type - Step 1/2" screen, select the CSV file that you
created in step 1.

. Set the required items for the data to import, and then click Next.

The setting fields are as follows:

» Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
o Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TI1S-620)

» Skip the first row:
If the header row contains information other than data such as an item name and a

comment, select "Yes".

9. In the "Import MIME Type - Step 2/2" screen, confirm the contents of the

CSV file, and then click "Import".
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Exporting Data to a CSV File

Export the MIME type to a CSV file.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click "File".

Click Export MIME type.

o o A N

On the "Export MIME type" screen, set the required items for the exported
data.
The setting fields are as follows:
 Character encoding:
Select the character code that you want to use for encoding.
The following character encoding can be selected:
> Unicode (UTF-8)
You can select with BOM as required.
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TI1S-620)

¢ Include header row:

To export an item name to the header row of a CSV file, select "Yes".

Garoon 6 On-Premise Administrator Help First Edition 291



1 Chapter Basic System

7. Confirm your settings and click "Export".

8. Save the file with a function provided by your Web browser.

1.9. Screens

This section describes the screen functions of Garoon.

0 References

» General settings of Screen(293Page)
* Design Settings(304Page)
 Configuring Application Menu(306Page)
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1.9.1. General settings of Screen

On the "General settings" for screens, you can set settings related to user actions screens, such
as setting up mobile view and thumbnail view, setting the number of items to be displayed in the

list, and width of input fields.

Common Settings

This section describes "Common settings" in "General settings" screen.

Users cannot change the configurations in "Common settings".

| Allowing Mobile View

Select whether to allow users to use the mobile view (smartphone view).

The smartphone view supports iOS and Android OS.
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If you allow users to use the mobile view, the following applications can be manipulated on screens

suitable for smartphones.

» Space

» Scheduler

» Messages

* Bulletin Board
* E-mail

» Workflow

* MultiReport

* Notifications
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Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Screen.

Click General Settings.

o o A ® N

In the "Common settings" field on the "General Settings" screen, select the
checkbox to allow mobile view.

7. Confirm your settings and click Save.

I Allowing to Show Profile Pictures

Allow users to select whether to show their profile pictures.
If allowed, users can select whether to show their profile pictures in comments and User list.

If not allowed, default user icons are always used.
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The image set as a user profile will appear as a user icon in the following screens.

» Comments for the following applications
> Space
= Discussions
= Shared To-Dos

o Scheduler
o Messages
o Bulletin Board

o MultiReport
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» Scheduler
> Group week
> Group day
> Group week view portlet
> Group day view portlet

> User/facility search results

* Address Book
o Users

o Search results in the user list

* User list

* Phone Messages

Note

« If the "Profile pictures"” setting is disabled, profile pictures are not displayed even if users
select "Show profile pictures in comments and User list" in their personal settings.
For permissions to change the pictures in the personal settings, refer to Show Application

Menu.

Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Screen.

Click General Settings.

o o oA ® N

In the "Common settings" field on the "General Settings" screen, select the
checkbox to allow showing profile images.

7. Confirm your settings and click Save.
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1.9.1. General settings of Screen

I Allowing to Show Thumbnail Images
Thumbnail images are applied when both of the following conditions are met.

» The "Enable" checkbox is selected in the item for thumbnail image in general settings.
» The "Show image with body text" checkbox is selected in "Image file (gif, jpeg, etc.)" in the

general settings.

When the thumbnail image is applied, the attached images in the following applications are

displayed in a smaller size.

» Scheduler
» Messages
* Bulletin Board
* E-mail
* MultiReport:
* Space:
Images attached in Space are always displayed in reduced size, regardless of the thumbnail

Image settings.

Note

* Images that are 450 x 450 pixels or smaller are always displayed in their original size,
regardless of the thumbnail image settings.
« If an animated .gif file is attached, it is displayed as a static image.
* In the case of the Mobile View, applications in which thumbnail images are available differ
from the PC View. The Mobile View settings are applicable to the following applications.
o Scheduler
> Messages

o E-mail
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Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
. Click Screen.

Click General Settings.

o 0 A W N

. In the "Common settings" field on the "General Settings" screen, select the
checkbox to allow thumbnail images.

7. Select the "Show image with body text" in "Image file (gif, jpeg, etc.)" in the
default value in personal settings.

8. Confirm your settings and click Save.

Default Values for Personal Settings

This section describes the default values for personal settings on the "General Settings" page.

In default values in personal settings, you can set the default value of each item on the "General
settings" screen of the personal settings screen.

Users can optionally configure the default values that are set by the system administrator in the
fields for default values of personal settings. The number of displays and the width of the input field

in the personal settings are also applied to the system administration screen.

The default value will be applied to users who have been added after the change is made. The
changes are not applied to existing users.

However, if you configure values by selecting "Apply to all users" checkbox, you can apply those
default values to all users (including existing users) in bulk.

Default values which are configured with selecting "Apply to all users” checkbox are applied when

users logout and login again.
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Steps:
1. Click the administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Screen.

. Click "General Settings".

o o A N

Configure the Display columns.

Example of configuring a display field on the Bulletin Board screen

a): Number of items to be displayed on the list screen
b): Width to display subjects
¢): Width to display excerpts from body text and comments
d): Width to display from/to recipients
* Number of items to be displayed on the list screen:
From the dropdown list, select how many items are displayed on the list screen such

as messages and bulletin board.
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* Maximum number of comments on Comment list:
From the dropdown list, select how many items are displayed on the details screen of
messages and bulletin board.
* Display width for titles:
Select the width to display the subject from the dropdown. The width is the number of
characters in single-byte.
This setting is not applicable for the "Notifications" portlet which uses "Multi-line
layout".
» Width of body texts and comments field:
Select the width to display the body text and comments from the dropdown. The width
is the number of characters in single-byte.
This setting is not applicable for the "Notifications" portlet which uses "Multi-line
layout".
» Width for From/To column:
Select the width to display the from/to recipients from the dropdown. The width is the
number of characters in single-byte.
» E-mail address link:
Select the application or screen you want to start when you click the link of an e-mail
address that is included in the body and comment.
o Start the e-mail program in the Web browser (mailto: link):
The e-mail program associated with the settings of the Web browser starts.
o Start the E-mail:
The "Compose E-mail" screen of Garoon is displayed.
o Display any Web mail screen:
From the preconfigured Web mail, select the target application.

You can add target applications in the item for setting Web mails. For details, see

Configuring Web Mails(318Page).

* Image files (gif, jpeg, etc.):
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When you select the "Show with body text" check box, the image files attached to

messages and topics are displayed with the body text and comments. If you want to

allow thumbnail images, make sure to select the "Show image with body text"

checkbox.

You can display image files in the following formats.

o gif

> jpeg
° pjpegy
°png

» Character encoding for file output:

Select a character encoding to use for exporting messages, bulletin board, notes, or e-

mails to a text file from the dropdown list.

The following items can be selected:

> Select on exporting

When you export a file, you can select a character encoding.

> Unicode (UTF-8)

> Japanese (Shift-JIS)

> ASCII
> English (Latinl)

o Simplified Chinese (GBK/GB2312)

> Thai (TIS-620)

* Information to display after user name:

After the user name, select whether to display the name in other languages and

priority organization.
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"Standard" in name of the user information is displayed.

> English Name:

If no information has been configured, only the user name that has been set to

Configure to display the English name after the name of the user.

"English Name" is the name specified in the English spelling field in the Name

section on the User details screen.
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o Priority organization:

Configure to display the priority organization name after the name of the user.
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7. Configure the Entry field.
The following items can be configured for the input field.

» Width of input field for body:
From the dropdown list, select the width of entry field for body text of messages and
bulletin board. The width is the number of characters in single-byte.
This setting is not applied to the width of the body of the "E-mail" screen.

 Height of input field for body:
From the dropdown list, select the height of input field for body text of messages and
bulletin board. The height is the number of lines.

This setting is not applied to the width of the body of the "E-mail" screen.
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8. If you want to apply settings to all users in bulk, select "Apply to all users"

checkbox.
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9. Confirm your settings and click Save.
If you have selected the "Apply to all users" checkbox, confirm the settings in the Apply All

Settings screen, and then click Yes.

1.9.2. Design Settings

You can configure the default value for the design of the user screen.
The design you configured will be the default setting for the first logged-in user after the design

change.
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Users can change the default value set by the administrator in "Common settings" in "Personal

settings”, in "Design settings" of "Screen".

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Screen.

Click Design Settings.

©o o c w0 b

On the "Design settings" screen, select the design you want to set, and
click Save.
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Note

* You can change the size of the portlet text by using "Portlet settings" in each portlet.

For details, refer to Portlet Types and Settings(859Page).

* You can change the number of messages displayed, the number of items listed on the
bulletin board, and the default values of display settings such as the width of the input field

in the text body.

For details, refer to Default VValues for Personal Settings(298Page).

1.9.3. Configuring Application Menu

You can configure the application menu on the user screen.

The default is to display all menus for available applications.

The application menu settings also apply to the menu that appears by clicking the app icon E

in the header.
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Changing Application Menu Display Settings

You can change the format of the Application menu.

However, the configuration will not be applied to the menu shown by clicking the app icon E in

the header.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Screen.
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5. Click Header and footer settings.

6. By toggling the "Application menu" checkbox in "Header and footer
settings" screen, you can control whether to show or hide the application
menu.
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If you uncheck the "Show" checkbox, you can hide the application menu.
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7. Choose "Application menu type" option whether to display application
icons or not.
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When you configure not to show icons of applications, only the application names are

displayed in the Application menu.

8. Confirm your settings and click Save.
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Allowing Users to Change Application Menu

You can select whether to allow users to change the application menu.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration” tab.
Click Screen.

Click Header and footer settings.

o 0 A N

In the "Personal settings" field on the setting screen for headers and
footers, select whether to allow users to change the application menu.
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If you select the checkbox to allow users to change settings in personal settings, users can

change the appearance of the application menu in the personal settings.

7. Confirm your settings and click Save.

Adding Application Menus
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You can add menus to the Application menu.

You can add Garoon applications and the links to Web sites.
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Watch Video
* As for how to add the application menu, also refer to the Enabling Quick Access to Other

Systems and Sites from Garoon(22Page) video.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Screen.

. Click Application menu list.

o o oA N

. In the "Application menu list" screen, click Add item.
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7. On the screen for adding application menu, select a link method and set the
required items.
* For links to applications:
Set up links to Garoon applications.
> Subject:

Enter a title.
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Clicking Add localized name allows you to set subjects in multiple languages.
If you do not set the subject in the user preference language, the default subject is
displayed.
The following languages can be set:

- BAGE

= English

=X (iE1%)

- (%R

This is displayed in Traditional Chinese.

o Links to applications:
Select the applications you want to link.

The Application menu displays the icon of the selected application. You cannot

change the icon.
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* For links to any URL:
Set up links to systems other than Garoon or Web sites.
> Subject:
Enter a title.

Clicking Add localized name allows you to set subjects in multiple languages.

> URL:
Enter the URL of the destination, such as a system other than Garoon or a Web
site.
° lcon URL:
Specify the URL of any image file on the Internet that you want to use for the icon.
o [con file:
Specify a file for the icon.

Specifying any files may affect the operation of Garoon.
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Note

« If both the icon URL and icon file are set, images that are set for the icon URL will

have precedence.

* If you add a link to any URL without specifying an icon, the default icon is

displayed on the user screen.

* You cannot set privileges to a link to any URL. The menu is displayed to all users.

8. Confirm your settings and click Add.

Changing Application Menus

You can change the Application menu.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Screen.
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5. Click Application menu list.
6. In the list of Application menu, click the item to change.

7. On the detail screen of the Application menu, click Edit.
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8. On the edit screen for Application menu, you can optionally change the title,
URL, and so on.

9. Confirm your settings and click Save.

Note

* If you leave the title of an application link empty, the display name of the application is used.

Reordering Application Menus

You can reorder the menus in the Application menu.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".

3. Select "Basic system administration" tab.
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4. Click Screen.
5. Click Application menu list.

6. On the "Application menu list" screen, click Reorder items.
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7. On the Reorder Application Menus screen, reorder the menus.
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8. Confirm your settings and click Save.

Deleting Application Menus

You can delete application menus.

Deleting application menus does not delete data in the menus.
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Caution

* The settings of the deleted application menus cannot be restored.

I Deleting Application Menus One by One

You can delete the Application menus one by one.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration” tab.
Click Screen.

Click Application menu list.

o o A N

. On the Application Menu List screen, select the application menu you want
to delete.

7. On the Application Menu Details screen, click Delete.
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8. Click "Yes" on the Application Menu Delete screen.
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I Deleting Multiple Application Menus in Bulk

You can delete multiple application menus together.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

3

4. Click Screen.
5. Click Application menu list.
6

. On the Application Menu List screen, select the checkbox of the application
menu you want to delete, and then click Delete.
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7. Click Yes on the screen for deleting multiple application menus together.

Initializing Application Menu

When you initialize the application menu, the type of the menu, the name, the order of the display,

and so on are restored.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Screen.

Click Application menu list.

©o o c w0 b

On the "Application menu list" screen, click Initialize menu.
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7. Click Yes on the Initialize Application Menu screen.

1.9.4. Configuring Web Mails

You can configure which Web mail to use when links to e-mail addresses are clicked that are
included in the body text and comments.
The Web mail that has been set is displayed in the dropdown list to show linked applications for e-

mail addresses on the "General settings" screen.

For details, refer to Default values in personal settings(298Page).
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Adding Web Mails

You can add any Web mails linked from the e-mail addresses on the screen.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click Screen.

5. Click Web mail accounts.

6. On the "Web mail accounts" screen, click Add web mail account.
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7. In the Web mail nhame field on the Add Web mail screen, enter the WEB mail
name and URL.
* Web mail name:
You must set the Web mail name.
* URL:

The URL is mandatory.

To set the source e-mail address, you must specify a parameter (% e-mail%) in the
URL.

For the actual URL to configure, please contact the provider of each Web mail service.
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URL* » http://sample.cybozu.com/mail/send?to=%email%
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8. Confirm your settings and click Add.

Note

« If you have set any invalid URL, the e-mail program you have set for the Web browser

starts, regardless of the configuration of the e-mail application.
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Changing Web Mails

You can change the display nhame and URL of the Web mail.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Screen.
5. Click Web mail accounts.
6. On the Web Mail screen, select the Web mail name to change.

7. On the Web Mail Details screen, click Edit.
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URL http://sample.cybozu.com/mail/send?to=94

8. On the Edit Web Mail screen, change the Web mail name and URL if
necessary.

9. Confirm your settings and click Save.

Deleting Web Mails

You can delete the Web mails.
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Caution

* Deleted Web mails cannot be restored.

I Deleting Web Mails One by One

You can delete Web mails one by one.

Steps:

1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Screen.
5. Click Web mail accounts.
6. On the Web Mail screen, select the Web mail name to delete.
7. On the Web Mail Details screen, click Delete.
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8. Click Yes on the Delete Web Mail screen.

I Deleting Multiple Web Mails in Bulk

You can select multiple Web mails and delete them together.

322
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
. Select "Basic system administration" tab.
Click Screen.

Click Web mail accounts.
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On the Web mail screen, select the checkbox for the Web mail to delete, and
then click Delete.
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7. Click Yes on the Delete All Web mails screen.

I Deleting All Web Mails

You can delete all the Web mails.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Screen.
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5. Click Web mail accounts.

6. On the Web mail screen, click the item to delete all Web mails.
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7. Click Yes on the Delete All Web Mail screen.

1.9.5. Dropdown List Settings

You can set the contents to be displayed as recently selected items in the dropdown list on the
User Actions screen.

The following dropdown lists can be configured.

* Selecting organizations
» Selecting users
» Selecting facility groups

* Selecting facilities

B A hnEk KEd Q
EASED (BT 388 A G
= BN | ENEXE (B%T38E%) T
. BNEES (BERBRUISHER)
Bl »

25 (BDERUER)
(EE#ERUIEI-Y-)

e
Mch B

324 Garoon 6 On-Premise Administrator Help First Edition



1.9.5. Dropdown List Settings

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

3

4. Click Screen.
5. Click Drop-down list settings.
6

. In the "Personal settings" field on the dropdown list settings screen, you
can set whether to allow each users to configure the dropdown list in their
personal settings.

7. In the Number of Items field, set the humber of items to display in the
dropdown list for recently selected items.

8. To delete the history of a recently selected item, select the checkbox for the
item you want to delete in the "Delete history" field.
The selection history of selected items in the dropdown list is also deleted.

Deleted history cannot be restored.
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9. Confirm your settings and click Save.

1.10. Calendars

The Calendar in Garoon is a feature that enables you to create your own calendars, separately
from the holidays in the general calendar.
It is useful because you can set your own holidays and working days for each organization and

office.

You can perform the following actions for the calendar.

 Configure Calendars(327Page):

You can set up calendars based on workdays for each organization and office.

 Configure Events(333Page):

You can set up holidays, working days, and memos in the configured calendar.

 Configure Offices(340Page):

You can set up working days and times for each office, including overseas branches and

factories.

0 References

 Importing Japanese Holidays(330Page)
» General Settings for Localization(683Page)
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1.10.1. Calendar Settings

You can set up calendars based on workdays for each organization and office.

Created calendars are used in portals and schedulers.

Calendar Types

The calendar types are as follows.

* Default Calendar:
Calendar that is pre-registered in Garoon. By default, Japanese holidays are added as events.
System administrators can add holidays, workdays, and memos as events.
» System Calendar:
Calendars created by your system administrator. They can be created for certain purposes,
such as creating them for organizations or offices.
You can add holidays, workdays, and memos as events.
* My Calendar:
Calendars created by users. Only users who have created them can use them.
Anniversaries and memos can be added as events.

For details, refer to the "My Calendar Settings" section.

Adding Calendars

You can add a system calendar.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".

3. Select "Basic system administration" tab.
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4. Click Calendar.
5. Click Calendar Settings.

6. On the "Calendar Settings" screen, click Add calendar.

AL S —DEE
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7. On the screen to add calendars, enter a calendar name and a calendar code.
You must set a calendar name and a calendar code.
» Calendar name:
Enter a display name for the calendar.
» Calendar code:

This is a unique code for identifying a calendar.

AL —DEFE
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8. Confirm your settings and click Add.

Importing Japanese Public Holidays Automatically

You can configure whether you want to import Japanese public holidays automatically or not for
each calendar.

If you configure to import holidays automatically, you will not need to update holidays manually.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Calendar.

Click Calendar Settings.

o o A w N

On the "Calendar settings" screen, select a calendar to import holiday data
automatically.

7. Select the "Import automatically" checkbox.

You have completed the automatic import configuration.

Note

* For standard calendars, the setting to import holidays automatically is enabled by default.
If you do not need to import holidays automatically, clear the "Import automatically”
checkbox.

» The holiday data is imported automatically at 1:00 a.m. (JST) on the second day of every
month.

If existing holiday data matches with all of the following items, the automatic import will not
create duplicate holiday data.
> Date

> Event Type
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o Event Details

Update Japanese Holiday Data Manually

You can import Japanese holiday data manually.

If you import the holiday data manually, it will be applied to the calendar instantly.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Calendar.
Click Calendar Settings.

On the "Calendar settings" screen, select a calendar to import holiday data.

N o oA e N

. Click Import manually.

Note

« If existing holiday data matches with all of the following items, the manual import will not
create duplicate holiday data.

o Date
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o Event Type

o Event Details

Changing Calendar Information

You can change calendar information.

You cannot change the calendar information for the default calendar.

Steps:

1

I

. Click the Administration menu icon (gear icon) in the header.

. Click "System settings".
Select "Basic system administration" tab.
Click Calendar.

Click Calendar Settings.

information you want to change.

. Click Detalils.

8. On the calendar details screen, click Edit.

HEFEITS
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On the "Calendar settings" screen, select a calendar that contains
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9. On the screen to change calendar Information, set the required items.

10. Confirm your settings and click Save.

Deleting Calendars

You can delete the system calendar.
If you delete a calendar, events included in that calendar are also deleted.
If a user deletes a calendar, the default calendar is applied to that user.

You cannot delete the default calendar.

Caution

» Deleted calendars cannot be restored.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
Click Calendar.
Click Calendar Settings.

On the "Calendar Settings" screen, select a calendar to delete.

N o o &~ W N

. Click Detalils.
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8. On the calendar details screen, click Delete.

HL 45 —0F
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9. On the screen to delete calendars, click Yes.

1.10.2. Setting Up Events

You can set up holidays, work days, and memos in a calendar.

Note

* On the "General settings" screen for Scheduler, system administrators can configure

whether or not to display holidays(1001Page) in Scheduler.

Adding Events

You can add events.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click Calendar.

Click Calendar Settings.

o o »c w0 b

On the "Calendar settings" screen, select a calendar to add events.

7. Click Add event.

8. On the "Add an Event" screen, set the date of the event in the "Date" field.
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Bt 2019E v || 8B v ||8(K) v &

9. In the "Event Type" field, select an event type.
Calendar display varies depending on the type of event. The following types of events can
be selected.
* Holiday:
Select this to add holidays. Holiday icon and event details will be displayed on the
specified date. The background color is red.
» Work day:
Select to add business days. Workday icon and event details will be displayed on
the specified date. The background color is white.
* Memo:
Event details are displayed on the specified date. The background color does not

change.

a): Holiday
b): Workday

¢): Memo

10. Enter an event name in the "Event details" field.

This event details must be set.

AR FRE

Bl =H
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11. Confirm your settings and click Add.

© To Show the Added Event on the User's Screen
Users must perform one of the following actions on the "Office settings" screen under

Personal settings.

* In the "Office" field, select the office that the user belongs to.

* In the "Calendar" field, select a calendar that has the added event.
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Changing Events

Change the settings of an event.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration" tab.

3

4. Click Calendar.

5. Click Calendar Settings.
6

. On the "Calendar Settings" screen, select a calendar, and then click the
date of the event you want to change.
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7. On the "Event details" screen, click Edit.
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8. On the screen to edit events, set the required items.

9. Confirm your settings and click Save.

Deleting Events

You can delete events.

Caution

* Deleted events cannot be restored.

I Deleting Events One by One

You can delete events one by one.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Calendar.

5. Click Calendar Settings.
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6. On the "Calendar Settings" screen, select a calendar and click the date of

7. On the "Event details" screen, click Delete.

8. Click Yes on the screen to delete events.

the event you want to delete.
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I Deleting Multiple Events in Bulk

You can select multiple events and delete them all together.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Calendar.
5. Click Calendar Settings.
6. On the "Calendar Settings" screen, select a calendar.
7. Select the checkboxes of the events you want to delete, and then click
Delete.
v [42019%128270 W&
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8. Click Yes on the screen to delete events in bulk.

I Deleting All Events in a Calendar

You can delete all events in a calendar.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration" tab.

3

4. Click Calendar.

5. Click Calendar Settings.
6

. On the "Calendar Settings" screen, select a calendar and click Remove all
events.
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7. On the screen to delete all events, click Yes.

1.10.3. Office Settings

You can set up offices.

This is useful if you have a number of offices, such as overseas branches and factories, and each
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office has different workdays and working hours.

You can check users' schedulers during the workdays and the working hours of each office.

Note

» Users can customize the office settings set by the system administrator, in the office

settings section of the personal settings.

Adding Offices

You can add offices.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click Calendar.
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5. Click Office Settings.

6. On the screen to set offices, Click Add office.

LS DERTE
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7. On the screen to add offices, enter the office name.
You must set a standard office name.
Clicking Add localized name allows you to set office names in multiple languages.
If you do not set the office name in the user preference language, the default office name
is displayed.
The following languages can be set:
« BAGE
 English
s thx (iEfA)
- X (ERE)

Displayed in Traditional Chinese.

=g "
BReE*: =5

English ¥ | | Tokyo

SEETEICRTRBRERETD

8. Enter the value in the office code field.
The office code must be set.

This is a unique code for identifying an office.

Bl d— B tokyo

9. In the "Work Days" field, set the workdays by specifying the days of the
week.
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Select the checkboxes for the days of the week that you want to specify as workdays.

HEA (8 ¥ MX Wk ¥k ¥ [t

10. In the "Working hours" field, set the time period to perform daily operations.
By clicking Add time range, you can set multiple office (working) hours. For example, you

can exclude lunchtime and set the working hours in the morning and the afternoon.
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During the non-working hours, the icon [ to register appointments does not appear on the

"Group Day View" screen of the scheduler.

11. In the "Calendar" field, select a calendar to use for the office.
To apply the calendar workdays to the office, select the "Apply Calendar workdays"
checkbox. If you do not apply them, events on the workdays are displayed in the calendar,
but the background color does not change.
For details on workdays, refer to the "Setting Up Events(333Page)" section.
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12. Confirm your settings and click Save.
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Changing Offices

You can change the office settings.

Steps:

1.

o 0 A W N

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration” tab.
Click Calendar.
Click Office Settings.

On the screen to set offices, click the name of the office you want to
change.

. On the office details screen, click Change.

LS DFFA
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. On the screen to change offices, set the required items.

. Confirm your settings and click Save.

Deleting Offices

You can delete offices.

If a user deletes an office, the user's office settings are inherited as "user-specific settings".

344
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Caution

» Deleted offices cannot be restored.

I Deleting Offices One by One

You can delete offices one by one.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Calendar.
5. Click Office Settings.
6. On the screen to set offices, click the name of the office you want to delete.
7. On the office details screen, click Delete.
PR DA
(HEETS | XEIBRI D
8. Click Yes on the screen to delete offices.

I Deleting Multiple Offices in Bulk

Select the offices you want to delete, and delete them all together.
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Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click Calendar.
5. Click Office Settings.
6. On the office settings screen, select the checkboxes for the offices you
want to delete, and then click Delete.
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7. On the screen to delete offices in bulk, click Yes.

1.10.4. Managing Data Using Files

You can manage calendar data using CSV files.

The following data can be managed using CSV files:

e Events
» Office Information

» Office Name
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Managing Events Using CSV Files

You can manage events using CSV files.

I Importing Data from a CSV File

You can import events from a CSV file.

Data imported from a CSV file is added as new events. Events that have been added to Garoon
are not overwritten by the contents of the file.

If an error occurs while importing a CSV file, the import process will be terminated. The data which

has been imported will be eliminated.

Steps:

1. Create a CSV file to import data.

For information on items that can be managed using CSV files, refer to the CSV format in

Calendars(2062Page).

. Click the Administration menu icon (gear icon) in the header.
Click "System settings".

Select "Basic system administration" tab.

Click Calendar.

Click Calendar Settings.

On the "Calendar settings" screen, select a calendar to import events.

® N @© o B W N

. Click Import events data.
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9. On the screen to "import events step 1/2", select the CSV file that you
created in step 1.

10. Set the required items for the data to import, and then click Next.
The setting fields are as follows:
» Character encoding:

Encodes data from a CSV file with the selected character code.

The following character encoding can be selected:
> Unicode (UTF-8)
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (T1S-620)

* Skip the first row:
If the header row contains information other than data such as an item name and a

comment, select "Yes".

11. On the screen to "import events step 2/2", check the contents of the CSV
file, and click Import.

I Exporting Data to a CSV File
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You can export events to a CSV file.

Steps:

1.

8.

N o o &~ W N

Click the Administration menu icon (gear icon) in the header.

. Click "System settings".

Select "Basic system administration" tab.

Click Calendar.

Click Calendar Settings.

On the "Calendar settings" screen, select a calendar to export events.

Click Export events data.

On the screen to export events, set the required items for the exported data.
The setting fields are as follows:
* Period to export:
Specify all periods or a period to export.
» Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
You can select with BOM as required.
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TIS-620)
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¢ Include header row:

To export an item name to the header row of a CSV file, select "Yes".

9. Confirm your settings and click "Export".

10. Save the file with a function provided by your Web browser.

Managing Office Data in CSV Files

You can manage office information and office names using CSV files.

I Importing Data from a CSV File

You can import office information and office names from a CSV file.
If an error occurs while importing a CSV file, the import process will be terminated. The data which

has been imported will be eliminated.

Steps:

1. Create a CSV file to import data.

For information on items that can be managed using CSV files, refer to the CSV format in

Calendars(2062Page).
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. Click the Administration menu icon (gear icon) in the header.

Click "System settings".

Select "Basic system administration” tab.

Click Calendar.

Click Import from CSV file.

On the "Import from CSV File" screen, select data to import from a CSV file.

. Select the CSV file that you created in step 1.

© ® N O O A W N

. Set the required items for the data to import, and then click Next.
The setting fields are as follows:
» Character encoding:
Encodes data from a CSV file with the selected character code.
The following character encoding can be selected:
> Unicode (UTF-8)
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
> Simplified Chinese (GBK/GB2312)
> Thai (T1S-620)

* Skip the first row:
If the header row contains information other than data such as an item name and a

comment, select "Yes".
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10. Confirm the CSV file contents and click Import.

I Exporting Data to a CSV File

You can export office information and office names to a CSV file.

Steps:

1.
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Click the Administration menu icon (gear icon) in the header.
Click "System settings".

Select "Basic system administration” tab.

Click Calendar.

Click Export to CSV file.

On the "Export to CSV File" screen, select data to export to a CSV file.

. Set the required items for the data to export.

The setting fields are as follows:
 Character encoding:

Select the character code that you want to use for encoding.

The following character encoding can be selected:
> Unicode (UTF-8)

You can select with BOM as required.

> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (TI1S-620)

* Include header row:
To export an item name to the header row of a CSV file, select "Yes".
» Language in which the data is exported:

This item is displayed when you export the display name of the office.
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The office name will be exported to a CSV file in the language that you select.
You can select multiple languages. The following languages can be selected:
o All

- HAGE
> English
> 3 (iEfA)
- X (FR2)

Exported in Traditional Chinese.

8. Confirm your settings and click "Export".

9. Save the file with a function provided by your Web browser.
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1.11. Logging

This section explains Garoon logs.

0 References

* Log Settings(355Page)

» Archiving settings(360Page)

*» Checking logs(367Page)

» List of Log Output Specifications(370Page)

1.11.1. Managing logs

This section describes managing logs.

0 References

* Log Settings(355Page)

» Changing the L og Retention Period(359Page)
» Archiving Settings(360Page)

* Log Archive Specifications(363Page)

» Checking Logs(367Page)

» List of Log Output Specifications(370Page)
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1.11.1.1. Log Settings

Sets the output conditions for logs.

Types of Log Severity

Log types are set in the Garoon process. You can specify whether to output logs for each type.

The following types of Garoon logs are:

Type Description
Error When the "error" screen of Garoon is displayed, it is output.
Warning This is output when an error does not appear on the "error" screen of
Garoon.
Example:

When the e-mail forwarding of an appointment is unsuccessful, the e-malil

forwarding of phone notes is unsuccessful.

Important This is mainly output when Garoon data is updated.

Logins and logouts are also output as the important information logs.

General This is mainly output when data is referred to.
Example:

View topics, download files

Caution

* To save logs in the DB-partitioned Garoon, specify "database logs" for the output
destination.
If an output destination other than "Database log" is specified, system logs are saved to

multiple servers, causing inconsistency in the logs.
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Note

* If the system log is not saved in the Windows environment, refer to the Event log is not

output even if "System Log" in the "System administration” is selected as the log output
destination (Windows only) in the FAQ.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Logging".
5. Click "Log List".

6. On the "Log List" screen, click "Set Log".
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7. On the "Log Settings-Step 1/2" screen, select the category for which you
want to output logs, and then click "Next".
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8. On the "Log Settings-Step 2/2" screen, set the required items for each
severity level.
The setting fields are as follows:
* Log:
Select whether to output the log.
* Destination:
Select the log output destination. The available output destinations are as follows
> Both (Database logs/system logs)
o Database logs
Logs are output to the Garoon database. When data is backed up, database logs
are also backed up. To display logs on the "View log" screen, save database logs.
» System logs
The Garoon logs are output to the server operating system logs.
* For Windows:
Output as an event to "Windows Logs" in "Event Viewer".
When you select "Event Viewer" > "Windows log" > "Applications” from
the "Administrative Tools" on Windows, the logs are displayed.

The severity of Garoon logs corresponds to the Windows event level.

Log severity of Garoon Windows Event Type
Error Error
Warning Warning
Important Information
General Information
= For Linux:

By default, logs are output to the following directory
/var/log/messages
The type (facility) of the Garoon log is daemon.

The severity of Garoon logs corresponds to the priority of the Linux logs.
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Log severity of Garoon Priority on Linux
Error info
Warning info
Important info
General info
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9. Confirm your settings and click "Save".

1.11.1.2. Changing the log retention period

The log retention period is set to "90 days" by default.
You can confirm log details in "View log" screen when they are within the log retention period. After
the retention period has expired, logs can be confirmed only in the archives.

You can change the log retention period in the configuration file (common.ini) if necessary.

Steps:
1. Stop the Web server service on the server where Garoon is installed.

2. Open the common.ini file.
When Garoon is installed into the default installation directory, common.ini file is created in
the following directory.
* On Windows:
C:\Inetpub\scripts\cbgrn
* On Linux:

Ivarlwww/cgi-bin/cbgrn

3. Specify the log retention period in days in "retention_period" under
[Logging] section.
The log retention period must be specified between 1 and 365 days.
Example to change the log retention period to 180 days:

 Before change
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[Logging]
rotation = "100000"
retention_period = "90"

* After changing:

[Logging]
rotation = "100000"
retention_period = "180"

4. Save the common.ini file.
If Garoon is in operation on multiple servers, repeat the steps 2 to 4 on all of the servers.

5. Start the Web server service on the server where Garoon is installed.

1.11.1.3. Archiving settings

Garoon regularly (weekly) checks if the database has logs older than the retention period specified
in the configuration file (common.ini) and archives them if they exist.

For details on archiving, refer to Archive specifications(363Page).

This section describes how to change the archiving settings.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.

4. Click "Logging".
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5. Click "Archive Settings".

6. On the "Archive Settings" screen, set the required items.
The setting fields are as follows:

* Archive retention period:

Specify the retention period for archived files. The default value is "three years".

* Archive format:

Select archive file format. The following file formats can be selected The default value

is "XLSX" .
o XLSX
o CSV (UTF-8)
o CSV (Shift-JIS)

* Archive schedule:

Archival is performed weekly. Specify the day and the time at which archival is

performed.
7—h4T OEE
P—NATDRGFHE 36 «

71 LR XLSX v

7=hAJOFRHE BiEAR~ (0 v || 00w, UTC: (:EH 15: 00)

=ETD Fr>oLTB

7. Confirm your settings and click Save.

Changing the Maximum Amount of Logs to Be Saved in One
Archive

By default, the maximum amount of logs stored in one file is 100,000 lines.

If you want to change the maximum amount of logs you want to save, change the value in

common. ini.
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Note

» The maximum amount of logs to be saved depends on the archive file format.
o XLSX format: Up to 100,000 lines
o CSV (UTF-8) or CSV (Shift-JIS) format: up to 500,000 lines

« common.ini If you specify a value that exceeds the upper bound of the common. ini file, the

maximum amount is applied.

Steps:
1. Stop the Web server service on the server where Garoon is installed.

2. Open the common.ini file.
When Garoon is installed into the default installation directory, common.ini file is stored in
the following directory.
* On Windows: C:\Inetpub\scripts\cbgrn

* For Linux: /var/www/cgi-bin\cbgrn

3. In "Rotation” in the "Logging" section, specify the maximum amount of
logs that can be saved in one archive.
Example to change the maximum log to 500,000 lines:

* Before change

[Logging]
rotation = "100000"
retention_period = "90"

* After changing:

[Logging]
rotation = "500000"
retention_period = "90"
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4. Save the common.ini file.

If Garoon is in operation on multiple servers, repeat the steps 2 to 4 on all of the servers.

5. Start the Web server service on the server where Garoon is installed.

1.11.1.4. Log Archive Specifications

Garoon regularly (weekly) checks if the database has logs older than the retention period specified

in the configuration file (common.ini) and archives them if they exist.

Specifications for Archiving

» The logs older than the retention period are archived using "archive_log.csp" on the day and
time set in the "Archive settings" screen. Archived logs are deleted from the database.
For details, refer to Archiving settings(360Page).

* When the amount of logs is large, two or more archives are created. A sequential number
such as" 2"and"_3"is added to the end of the archive names of the second and subsequent
archives.

» The maximum amount of logs that can be saved in one archive varies depending on the
archive file format.

If you change the settings file, you can change the maximum amount limit.
For details, refer to How to change the maximum amount of logs stored in one

archive(361Page).
o XLSX format:

The maximum amount is 100,000 lines. The default setting is 100,000 lines.
> CSV (UTF-8) or CSV (Shift-JIS) format:

The maximum amount is 500,000 lines. The default setting is 100,000 lines.
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archive_log.csp

» archive_log.csp is the command used for archival. The following limitations apply:
> Up to three weeks of logs can be retrieved in one archiving run.
> The maximum amount of logs that can retrieved in one archiving run is 500,000 lines. You

cannot change this value.

* You can also run archive_log.csp manually. When you manually run the command, you can
archive up to 50 weeks of older logs.

For details, refer to how to archive logs(1982Page).

Archive Examples

Example A

This section contains an example of an archive that was created based on the following conditions:

* File format: XLSX

* Archive created: Sunday 0:00 am

* Archived date and time: 2017/08/27 0:00

» Base date (90 days before the archive date): 2017/5/29 0:00

* Logs output in 2017/05/22 0:00-2017/05/28 23:59:59 period: 150,000 lines

2017/05/22 2017/05/29 2017/08/27
0:00 0:00 0:00

78 90H

2017/05/22 0:00 - 2017/05/28 23:59:59
B¥H P—=N4ATRT

10g20170528.xIsx 10g20170528_2.xlsx
hm 10 BT 5 BiT

» Search the logs that were created in the past 90 days from the archived date/time of

2017/08/27 0:00, and create archives on weekly basis.
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* When the file format is XLSX, up to 100,000 lines of logs can be saved in one archive.
» 2017/05/22 0:00 - 2017/05/28 23:59:59 - If the number of lines logged during this period (one

week) reached 150,000, they will be saved in two archives.

Example B

* File format: CSV

* Archive created: Sunday 0:00 am

* Archived date and time: 2017/08/27 0:00

» Base date (90 days before the archive date): 2017/5/29 0:00

* Logs output in 2017/05/08 0:00 - 2017/05/28 23:59:59 period:
> 2017/05/08 0:00 - 2017/05/14 23:59:59 Duration: 50,000 lines
> 2017/05/15 0:00 - 2017/05/21 23:59:59 Duration: 600,000 lines
> 2017/05/22 0:00 - 2017/05/28 23:59:59 Duration: 15 million lines
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2017/05/08 2017/05/15 2017/05/22 2017/05/29 2017/08/27
0:00 0:00 0:00 0:00 0:00
7H 78 78 90H
2017/05/08 0:00 - 2017/05/15 0:00 - 2017/05/22 0:00 -
2017/05/14 23:59:59 ¥ 2017/05/21 23:59:59 ¥ 2017/05/28 23:59:59
B¥AH F—hAT RT
(R X A A 1

I : l0g20170514.csv 10g20170521.csv
l csv 5 E‘?_} csv 10 E?‘?

[
10g20170521_2.csv
=4 10 51T

I

|

0

[

I

| 2017/08/27 0:00 ®

| P=DAITERTEHCCOIREOEDD
[

I

I

0

15 BiToondig. 7- JAAAN
—EO7-h4ATNET : log20170521_3.csv SHTRONTE. P-mIets

!

!

!

l

| mmamgsoso & 105G

: BXE

, 50 B 17 | 10920170521 4.csv
| =4 10 BT I
] !
I . 10g20170521.5.csv |
I g 5 BT |
b oo on oo o oo on e o oo e e e e e e e Bl

2017/08/27 0:00 ®
O 7 —NATEITEHC, COHARIDIEDD
15 BiTaonJdE. 7-mTEniBun.
» Search the logs that were created in the past 90 days from the archived date/time of
2017/08/27 0:00, and create archives on weekly basis.
* When the archive format is CSV with the default setting, up to 100,000 lines of logs can be
saved in one archive.
« If 2017/05/08 0:00 or later logs are left unarchived and the logs output for 2017/05/08 0:00 -
2017/05/14 23:59:59 are 50,000 lines, the logs will be saved in one archive.
» 2017/05/15 0:00 - 2017/05/21 23:59:59 - If the number of lines logged during this period
reached 600,000, they will be saved in five archives.
However, the maximum amount of logs that can be retrieved in one archiving process is
500,000 lines.
Since the 2017/05/08 0:00 - 2017/05/14 23:59:59 period has taken 50,000 lines of logs, the
logs available for the 2017/05/15 0:00 - 2017/05/21 23:59:59 period are the 450,000 lines.
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» 2017/05/15 0:00 - 2017/05/21 23:59:59 - 150,000 lines that could not be retrieved during this
period and the logs created from 2017/05/22 0:00 to 2017/05/28 23:59:59 will not be archived
at the regular run performed on 2017/08/27 0:00.

1.11.1.5. Checking logs

The log retention period is set to "90 days" by default.
You can change the log retention period in the configuration file (common.ini) if necessary.

For details, refer to Changing the log retention period(359Page).

You can confirm log details in "View log" screen when they are within the log retention period. After

the retention period has expired, logs can be confirmed only in the archives.

* Logs output within 90 days
Check logs on the "View log" screen.
* Logs output 90 days ago

Check logs by downloading archives.

Checking Logs Created in 90 Days

Check logs on the "View log" screen.

Caution

* This action may place a high load on the server that runs Garoon. We recommend that you

perform this action during a period when fewer users access Garoon.
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Steps:
1. Click the Administration menu icon (gear icon) in the header.
. Click "System settings".
Select "Basic system administration" tab.
. Click "Logging".

Click "Log List".

® o A W N

On the "Log List" screen, click the contents of the log.
You can filter the logs by category and type.

7. On the "Log Details" screen, check the log details.

[Action] Target (contents of log)

* Operation:
Actions performed by the user. Bart Such as "registered"”, "delete"”, [edit], and
"Browse".

* Target:
The application name and module name are displayed.

* Log details
The "Property: Value" format describes the user who performed the operation and the
data targeted to the log. Values and values are separated by "," (comma) and spaces.

For details on the contents of logs, refer to the list of output specifications for
logs(370Page).
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OJ D44
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2019-08-16 11:48:21

ERSAT A
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[4892] FW00007 [login] Failed (id:22, name:hlEE £F, account:tomoko-kato)

Checking Logs Created 90 or More Days Ago

To check logs output more than 90 days before, download archives.

Steps:

1. Click the Administration menu icon (gear icon) in the header.

2. Click "System settings".

3. Select "Basic system administration" tab.

4. Click "Logging".

5. Click "Log List".

6. On the "Log List" screen, click "Show Archives".
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7. On the "Log Archive List" screen, click the archive name to download the

archive.
The archive name is the date of the most recent log in the archive.

For details on archiving, refer to archiving settings(360Page).

OJ07—hA4J—&
OB BNESNEETT7—HATEBELET. 2000EMBOEEEETCEEY.

OUNENSNESE 018 || #8793 || TvotL93
7—hA4T—&

v FZ—hAT YeRkH

[] |log20180222.xlsx 2018405H27H
[] log20180216.xlsx 2018405H20H
] log20180123.xlsx 20184E04829H
[] log20180115.xlsx 2018404822H
] log20180112.xIsx 20184048158
[] log20180105.xlsx 20184048508H
v | | HIERT3

1.11.1.6. List of Log Output Specifications

For details on user actions and the history (log) of program behavior associated with the operation,
refer to the following page

Logs for Login and Logout(378Page)

Error Logs(379Page)

Basic System Loqgs(379Page)

Users and organizations logs(391Paqe)

Portal L ogs(408Page)

Logs for Spaces(431Page)
Bookmark Logs(444Page)
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Scheduler Logs(454Page)

Message Logs(490Page)

Bulletin Board Logs(495Page)

File Management Logs(506Page)
Memo Logs(513Page)

Phone Messages Logs(516Page)
Timesheet Logs(520Page)

To-Do List L ogs(523Page

Logs of Address Books(524Page)
E-mail Logs(541Page)

Logs of Cybozu Online Service(561Page)
Logs of Presence Indicators(563Page)
Logs of Favorites(567Page)

Log of Notifications(568Page)
Workflow Logs(570Page)

Logs of MultiReport(620Page)

KUNAI Logs(645Page)

Response Logs(647Page)

Logs of Cybozu Office Connector(649Page)
Logs of Image Assets(649Page)

Logs of Personal Settings(650Page)
Command Operation Log(651Page)

1.11.1.7. Deleting logs

Delete logs that are saved in the database and log archives.

Logs saved in system logs cannot be deleted.
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Caution

* Deleted log entries cannot be recovered.

Deleting Selected Logs

Individually delete logs that were output within the past three months.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
. Select "Basic system administration” tab.

3

4. Click "Logging".
5. Click "Log List".
6

. On the "Log List" screen, select the check boxes of the logs you want to
delete, and then click "Delete".

You can filter the logs for deletion by category and type.
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7. Click "Yes" on the "delete log" screen.

Note

* In step 6, you can delete logs by selecting the contents of the log you want to delete and

clicking "Delete" on the "Log Details" screen.

Deleting Logs by Specifying the Category and Period

Delete all logs saved in the selected category before the specified date.

Caution

* This action may place a high load on the server that runs Garoon. We recommend that you

perform this action during a period when fewer users access Garoon.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
Click "System settings".
Select "Basic system administration" tab.
Click "Logging".

Click "Log List".

© o » w0 b

On the "Log List" screen, click "Delete".
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7. On the "log period specified deletion" screen, specify the log category and
the period of time you want to delete, and then click "Delete".

Logs that were output before the specified date are deleted.

02 ORAEHEEHIER

BRENZATTU-H15, BEULCAETXDEOOJDO—FEHIBRETVET.
HIBRL7zOJEmCEEE A
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8. Click "Yes" on the "delete log period specified" screen.

Deleting Archived Logs

Delete each archived log file individually.

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Logging".
5. Click "Log List".

6. On the "Log List" screen, click "Show Archives".
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7. On the "Log Archive List" screen, select the check boxes of the archives

you want to delete, and then click "Delete".

You can search for an archive by the year the logs were output.

OJn7—h47—&

—hA4TJ—&

v| Z—hAT
] log20180222.xlsx
[] log20180216.xlsx
log20180123.xlsx

log20180115.xIsx

<

log20180112.xlsx
log20180105.xlIsx

O O

<

HET3

OJENENTETT —HATZRBLET. 2000FELUEOFEEEETETET.

BZEITD | FrotwLdd

fenkH

2018%05H27H
2018%05H20H
2018%04H29H
20185 04H22H
20185 04H15H
2018%04H08H

8. Click "Yes" on the "Delete archive" screen.

1.11.1.8. Managing logs in CSV files

Export the Garoon logs to CSV files.

Only logs that are not archived can be exported to CSV files.
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Caution

* This action may place a high load on the server that runs Garoon. We recommend that you

perform this action during a period when fewer users access Garoon.

Exporting Data to a CSV File

Steps:
1. Click the Administration menu icon (gear icon) in the header.
2. Click "System settings".
3. Select "Basic system administration" tab.
4. Click "Logging".
5. Click "Log List".
6. On the "Log List" screen, click "Export Log".
7. Set the required items, and click "Export".
376 Garoon 6 On-Premise Administrator Help First Edition



1.11.1.8. Managing logs in CSV files

» Category
* Target severity:
The following types can be selected:
> General
o Important
> Warning

o Error

* Period to export:
You can select one of the following options:

o All periods: Select to output all unarchived logs.

o Specify period: Specify the date, in which you want to export logs.

 Character encoding:
Select the character code that you want to use for encoding.
The following character codes can be selected.
> Unicode (UTF-8)
You can select with BOM as required.
> Japanese (Shift-JIS)
> ASCII
> English (Latinl)
o Simplified Chinese (GBK/GB2312)
> Thai (T1S-620)
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* Include header row:

To export an item name to the header row of a CSV file, select "Yes".

8. Check your settings and click "Export".

9. Save the file with a function provided by your Web browser.

1.11.2. Logs for Login and Logout

Action Level log
Login Success Important [login] system (id:**, name:**, account:**)
Failed to log in (password Error Process ID error number [login] Failed (ID: * *,

issue)

Name: * *, Account: * *)

Failed to log in (user does not

Error Process ID error number [login] Failed

exist) (account: * *)
Logout Important [logout] system (id:**, name:**, account:**)
Properties Meaning Remarks
id User ID
name User name
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1.11.3. Error Logs

Properties Meaning Remarks

account Login name

1.11.3. Error Logs

Action Level log

Actions that cause an error Error Process ID Error number

1.11.4. Basic System Logs

This section describes the basic system logs.

9 References

* Logs of Users Settings(380Page)

* L ogs of Office Settings(383Page)

| ocale Settings L.og(387Page)

» Logs of Proxy APl Settings(389Page)

* Logs of JavaScript and CSS Customization(390Page)
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1.11.4.1. Logs of Users Settings

User Settings

Action Level log

Adding users Important [add] availability_user_add (user_**:'space:*,
link:*, schd:*, mssg:*, bllt:*, cbnt:*, phnm:*,

tmcr:*, addr:*, mail:*, wrkf:*, rprt:*')

Changing users Important [modify] availability _user_modify (**:'space:*,
link:*, schd:*, mssg:*, bllt:*, cbnt:*, phnm:*,

tmcer:*, addr:*, mail:*, wrkf:*, rprt:*)

Deleting users Important [delete] availability _user_delete_multi (user:**)
Delete all Users Important [delete] availability _user_delete_all
Properties Meaning Remarks

addr Permission to One of the following values is displayed:
use the Address * 0 (do not allow)
Book * 1 (Allow)

bllt Permission to One of the following values is displayed:
use bulletin * 0 (do not allow)
board * 1 (Allow)

cbnt Permission to One of the following values is displayed:
use the file * 0 (do not allow)
administration * 1 (Allow)

link
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Properties

Meaning

Remarks

Permission to

use links

One of the following values is displayed:

* 0 (do not allow)
* 1 (Allow)

mail Permission to One of the following values is displayed:
use e-mail * 0 (do not allow)
* 1 (Allow)
mssg Permission to One of the following values is displayed:
use messages * 0 (do not allow)
« 1 (Allow)
phnm Permission to One of the following values is displayed:
use phone * 0 (do not allow)
messages * 1 (Allow)
rprt Permission to One of the following values is displayed:
use MultiReport. * 0 (do not allow)
« 1 (Allow)
schd Permission to One of the following values is displayed:
use the * 0 (do not allow)
scheduler * 1 (Allow)
tmcr Permission to One of the following values is displayed:

use Timesheet.

* 0 (do not allow)
* 1 (Allow)

Garoon 6 On-Premise Administrator Help First Edition

381



1 Chapter Basic System

Properties Meaning Remarks
wrkf Permission to One of the following values is displayed:
use workflow * 0 (do not allow)
« 1 (Allow)

Remote Access Rule

Action Level log

Change remote access rule Important [modify] external_use_permit (mode:™**',

ip_address:™*, ip_address:"™**")

Import IP addresses Important [import] external_use_permit (ip_address:"**,

ip_address:"™**")

Export IP addresses Important [export] external_use_permit (ip_address:"™**,

ip_address:"™**")

Properties Meaning Remarks

ip_address IP addresses

registered with

Garoon
mode Remote access One of the following values is displayed:
rule * 0 (do not allow)

* 1 (Allow)

Importing Application Users
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Action Level log

Import a CSV file Important [import] availability _user_import

Exporting Application Users

Action Level Log

Export to CSV File Important [export] availability _user_export

1.11.4.2. Logs of Office Settings

Action Level log

Adding Offices Important [create] base (id:**, name:™**', code:"**',
workday_sunday:”**', workday_monday:"**',
workday_tuesday:™**,
workday wednesday:**,
workday_thursday:™**', workday_friday:"™**',
workday_saturday:™**', apply_calendar:"**,

calendar:™**")

Change Office Important [modify] base (id:**, name:**, code:"**,
workday_sunday:**', workday _monday:"™**',
workday_tuesday:**,
workday wednesday:**,
workday _thursday:**, workday_friday:™**',
workday_saturday:**, apply_calendar:**,

calendar:™*")
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Action Level log

Delete Office Important [delete] base (id:**, name:™**', code:™**'
workday_sunday:”**', workday_monday:"**',
workday_tuesday:**,
workday wednesday:**,
workday _thursday:**, workday_friday:"**',
workday_saturday:"**', apply_calendar:"**,

calendar:™*")

Adding uptime Important [create] base_work hours (base_id:**,

start:**', end:"**")

Add display name Important [create] base_local (base_id:**,

language_code:™**', name:"**")

Change display name Important [modify] base_local (base_id:**,

language _code:"**', name:"**")

Delete display name Important [delete] base_local (base_id:**,

language_code:™**', name:"**")

Properties Meaning Remarks
apply_calendar Applying a
calendar work
day
base _id Office ID
calendar Calendar Code
code Office Code
end End time of
working time
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Properties Meaning Remarks
id Office ID
name Office Name
start Start time
workday_friday Friday (working One of the following values is displayed:
day) » 0 (Nonworking day)

* 1 (working day)

workday _monday Monday One of the following values is displayed:
(working day) * 0 (Nonworking day)
* 1 (working day)

workday_saturday Saturday One of the following values is displayed:
(working day) 0 (Nonworking day)
* 1 (working day)

workday sunday Sunday One of the following values is displayed:
(working day) » 0 (Nonworking day)
1 (working day)

workday _thursday Thursday One of the following values is displayed:
(working day) * 0 (Nonworking day)
* 1 (working day)

workday_tuesday Tuesday One of the following values is displayed:
(working day) 0 (Nonworking day)
* 1 (working day)

workday wednesday
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Properties Meaning Remarks
Wednesday One of the following values is displayed:
(working day) » 0 (Nonworking day)

1 (working day)

1.11.4.3. Logs of OAuth Client Settings

Action Level log

Add OAuth client Important [create] oauth_client(id:*, display_name:**,
provider_name:**' client_id:"**',

oauth_client_code:"**")

Edit OAuth client Important [modify] oauth_client(id:*, display_name:"**,
provider_name:**', client_id:"**',

oauth_client_code:"**")

Delete OAuth client Important [delete] oauth_client(id:*, display_name:™*',
provider_name:**', client_id:"**',

oauth_client_code:"™**")

Properties Meaning Remarks
client_id Client ID
display_name OAuth Display name of
the client
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Properties Meaning Remarks
Setting ID of It is an ID automatically configured by
your OAuth Garoon.
client
oauth_client_code OAuth client It is a code automatically configured by
code Garoon.
provider_name Provider One of the following values is displayed:
» Google
* Microsoft

1.11.4.4. Locale Settings Log

Action Level log

Adding locales Important [create] locale (id:**, name:™**, code:™**,
language_code:**', long_date_format:"**',

short_date_format:**, time_format:"**')

Changing locales Important [modify] locale (id:**, name:**, code:**,
language_code:**, long_date_format:"**',

short_date_format:™**, time_format:"**")

Deleting locales Important [delete] locale (id:**, name:™**', code:"™**',
language_code:"**, long_date_format:"*,

short_date_format:**', time_format:"**")

Add display name Important
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Action

Level log

[create] locale _local (locale_id:**,

language _code:"**', name:"**')

Change display name

Important [modify] locale_local
(locale_id:**,language_code:"**,

prev_locale_name:™*, new_locale_name:"*)

Delete display name

Important [delete] locale_local (locale_id:**,

language_code:**', name:"**")

Properties Meaning Remarks
code Locale Code
id Locale ID

language code

Language code Displays one of the following values:
* ja (Japanese)
* en (English)
* zh (Simplified Chinese)
* zh-tw (Traditional Chinese)
This is used for Chinese characters

displayed in Traditional Chinese.

locale_id Locale ID
long_date_format Long Date
Format

name Standard locale
Name
Display name
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Properties Meaning Remarks
for each
language
short_date_format Short Date
Format
time_format Time Format

1.11.4.5. Logs of Proxy API Settings

Action

Level log

Adding a proxy API

Information  [create] proxy_api (id:**, code:™**)

Changing the proxy API

Information  [modify] proxy_api (id:**, code:"™*")

Deleting proxy APIS

Information  [delete] proxy_api (id:**, code:"**')

Properties Meaning Remarks
code Proxy code
id Proxy ID
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1.11.4.6. Logs of JavaScript and CSS Customization

Action

Level Log

Add customization group

Important [add] customization_group (id:X, name:"™**'
apply_status:™**', rid_1:*, oid_1:*, uid_1:*,

js_ L .., css_ 1)

Edit customization group

Important [modify] customization_group (id:*, name:"™*",
apply_status:**', rid_1:*, oid_1:*, uid_1:*,

js_ L .., eSS 1)

Delete customization group

Important [delete] customization_group (id:*, name:™*',
apply_status:**', rid_1:*,0id_1:*, uid_1:*,

js_ L .., css 1)

Properties

Meaning Remarks

apply_status

JavaScript and
CSS

customization

css_[integer starting from 1]

Files and links
to be applied in
CSS

customization

Customization

group ID

js_[integer starting from 1]

Files and links
to be applied in
CSS

customization
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1.11.5. Users and organizations logs

Properties Meaning Remarks
name Customization
group name
oid Organization 1D
rid Role ID
uid User ID

1.11.5. Users and organizations logs

Describes logs for users and organizations.

0 References

» User logs(392Page)

» Organization Logs(394Page)

* Role L ogs(400Page)

» User Information Item Log(402Page)
» Organization Tentative L og(404Page)
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1.11.5.1. User logs

Users
Action Level log
Adding Users Important [create] user (uid:**, name:**, account:**)
Changing users Important [modify] user (uid:**, name:**, account:**)
Deleting Users Important [delete] user (uid:**, name:**, account:**)
Deleting user data Important [permanent delete] user (uid:**, name:"™*',
account:"™*")
Recovering user Data Important [restore] user (uid:**, name:™**', account:"**")
Start using users Important [activate] user (uid:**)
Organization Settings Important [belong] user (uid:**, gids:™*, **, **")
Setting up a possession role Important [assign] user (uid:**, rids:"™**, ** **")
Properties Meaning Remarks
account Login name
gids Group ID
(multiple)
groups Group Key (s)
name User name
uid User ID
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1.11.5.1. User logs

Properties Meaning Remarks
user User Accounts
User Information
Action Level Log
Import from CSV File Important [import] user (uid:**, name:**, account:**)
Export to CSV file Important [export] user (uid:**, name:**, account:**)
Properties Meaning Remarks
account Login name
name User name
uid User ID
Organization Membership
Action Level Log
Import from CSV File Important [import_group] user (uid:**, gids:"™*, ** **")
Export to CSV file Important [export_group] user (user:**, groups:'**, ** **"
Properties Meaning Remarks
gids Group ID
(multiple)
groups Group Key (s)

Garoon 6 On-Premise Administrator Help First Edition 393



1 Chapter Basic System

Properties Meaning Remarks
uid User ID
user User Accounts

Role in Possession

Action Level Log
Import from CSV File Important [import_role] user (uid:**, rids:™*, ** **")
Export to CSV file Important [export_role] user (user:**, roles:™*, ** **
Properties Meaning Remarks
rids Role ID (s)
roles Role Key (s)
uid User ID
user User Accounts

1.11.5.2. Organization logs

Organization

Action Level log

Adding Organizations Important
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1.11.5.2. Organization logs

Action Level log

[create] group (gid:**, name:**, foreign_key:**,

memo:**)
Changing Organizations Important [modify] group (gid:**, name:**, foreign_key:**,
memao:**)
Move organizations Important [move] group (gid:**, pgid:**)
Delete organizations Important [delete] group (gid:**, name:**, foreign_key:**)
Reorder Organizations Important [order] group (pgid:**, gid:**, list_inde***)
Assign Users Important [assign] group (gid:**, uids:'**, ** **7)
Remove a user from the Important [delete_assign] group (Qid:**, uids:™*, ** **")
organization.
Properties Meaning Remarks

foreign_key Organization

code
gid Organization 1D
group Organization

code
list_index Order
memo Memo
name Organization

name data
pgid
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Properties

Meaning Remarks

Parent

Organization 1D

uids User ID
Organization Details
Action Level Log

Import from CSV File Important [import] group (gid:**, name:**, foreign_key:**,
parent:**)

Export to CSV file Important [export] group (gid:**, name:**, foreign_key:**,
parent:**)

Properties Meaning Remarks
foreign_key Organization

code

gid Organization 1D

group Organization
code

name Organization
name data

parent Parent

Organization
Code

Organization Name
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1.11.5.2. Organization logs

Action Level log

Add display name Important [create] group_local (gid:**,
language_code:**', group_name:'**")

Change display name Important [modify] group_local (gid:**,
language_code:"**', prev_group_name:"™**"
next_group_name:"**")

Delete display name Important [delete] group_local (gid:**,
language_code:™**', group_name:**")

Importing from a CSV file Important [import] group_local (gid:**,

(added) language_code:"**', group_name:'**")

Import (change) from a CSV Important [import] group_local (gid:**,

file language_code:™**', prev_group_name:™**'
next_group_name:™*")

Import from CSV file (delete) Important [import_delete] group_local (gid:**,
language_code:**', group_name:'**")

Export to CSV file Important [export] group_local (gid:**, languageCode:"**",
group_name:"™*")

Properties Meaning Remarks
gid Organization 1D
group Organization

code

language code

Language code

Displays one of the following values:

* ja (Japanese)

* en (English)
* zh (Simplified Chinese)
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Properties Meaning Remarks

* zh-tw (Traditional Chinese)
This is used for Chinese characters

displayed in Traditional Chinese.

languageCode Language code Displays one of the following values:
* ja (Japanese)
* en (English)
* zh (Simplified Chinese)
* zh-tw (Traditional Chinese)
This is used for Chinese characters

displayed in Traditional Chinese.

name Organization
name data
next_group_name Organization

display name

after the change

prev_group_name Organization

display name

before the
change
Users
Action Level Log
Import from CSV File Important [import_user] group (gid:**, uids:"™*, ** **")
Export to CSV file Important [export_user] group (group:**, users:"™**, ** **")
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1.11.5.2. Organization logs

Properties Meaning Remarks
gid Organization ID
group Organization
code
uids User ID
users User Accounts

Operational Administrative Privileges

Action

Level Log

Adding operational

administrative privileges

Important [create] privilege (gid:**, uid/priv_gid/rid/

dynamic_role:**, name:**)

Change operational

Administrative Privileges

Important [modify] privilege (gid:**, uid/priv_gid/rid/

dynamic_role:**, name:**)

Delete Operational

Administrative Privileges

Important [delete] privilege (gid:**, uid/priv_gid/rid/

dynamic_role:**, name:**)

Delete all operational Important [delete_all] privilege (gid:**, name:**)
administrative privileges
Properties Meaning Remarks
dynamic_role Dynamic Role One of the following values is displayed:
Key » Everyone
 LoginUser

gid

Organization 1D
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Properties

Meaning Remarks

name Organization
name data

priv_gid Organization 1D

rid Role ID

uids User ID

1.11.5.3. Role logs
Selecting User Roles
Action Level log
Change permission to select Important [config]role(permission_to_select_role:™**")
roles
Properties Meaning Remarks

permission_to_select_role Permission to One of the following values is displayed:

select roles « off (Do not allow)

 on (Allow)

Role
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1.11.5.3. Role logs

Action Level log
Adding Roles Important [create] role (rid:**, foreign_key:**, memo:**)
Changing Roles Important [modify] role (rid:**, foreign_key:**, memo:**)
Deleting Roles Important [delete] role (rid:**)
Delete all roles Important [delete_all] role
Reorder Roles Important [order] role (role_id:**)
Force a role Important [assign] role (rid:**, uids:™*, ** **")
Remove from the belonging of Important [delete _assign] role (rid:**, uids:"**, ** **")
a loin
Import from CSV file Important [import] role (rid:**, foreign_key:**)
Export to CSV file Important [export] role (rid:**, foreign_key:**)
Properties Meaning Remarks
foreign_key Role name
memo Memo
rid Role ID
role_id Order
uids User ID

User Data by Role
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Action Level Log
Import from CSV File Important [import_user] role (rid:**, uids:™*, ** **")
Export to CSV file Important [import_user] role (rid:**, uids:"™**, **, **")
Properties Meaning Remarks
rid Role ID
uids User ID
users User Accounts

1.11.5.4. User Information Item Log

Action

Level log

Adding items in User

information

Important [create] user_item (cid:**, display_name:**,
type:**, id:**, use:**, necessary:**,

not_modify:**, show:**, display:**, ss0:**)

Changing built-in fields

Important [modify] user_item_default (key:**,
display_name:**, use:**, necessary:**,

not_modify:**, show:**, display:**, sso :**)

Changing custom items

Important [modify] user_item (cid:**, display_name:**,
type:**, id:**, use:**, necessary:**,

not_modify:**, show:**, display:**, sso:**)

Important [delete] user_item (cid:**)
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1.11.5.4. User Information Item Log

Action Level log
Deleting items in User
information
Reorder items in User Important [order] user_item (cids:™*, ** **")
information
Properties Meaning Remarks
cid User Information
Item ID
cids User Information
Item ID
display List view One of the following values is displayed:
* 0 (does not appear)
* 1 (view)
display _name I[tem name
id Item code
necessary Required Field One of the following values is displayed:
* 0 (Do not set required fields)
* 1 (Required fields)
not_modify Users cannot One of the following values is displayed:

change settings

* 0 (cannot be changed)

* 1 (can be changed)
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Properties Meaning Remarks

show Make public One of the following values is displayed:
* 0 (not published)
* 1 (to be published)

SSO Single Sign-On One of the following values is displayed:
* 0 (not set)
* 1 (set)

type Type

use Enable One of the following values is displayed:

* 0 (not used)

* 1 (use)

1.11.5.5. Organization Tentative Log

Tentative Reorganization

Action Level log
Creates a tentative structure Important [create] sandbox
Deletes tentative structures Important [delete] sandbox
Set the date and time to apply Important [preset] sandbox-application-date
the tentative structure (datetime:'yyyy-mm-dd hh:mm:ss’)
Important [cancel] sandbox-application-date
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1.11.5.5. Organization Tentative Log

Action Level log

Cancel the date and time to

apply the tentative structure

Apply Important [apply] sandbox

Apply to the scheduling service  Important [apply sched] sandbox
Properties Meaning Remarks

datetime The task will be

performed at the

specified date

and time
Organization
Action Level log

Adding Organizations Important [create] sandbox-group (gid:**, name:"™*',
foreign_key:**, memo:**)

Add display name Important [create] sandbox-group_local (gid:**,
language_code:**', group_name:'**")

Change display name Important [modify] sandbox-group_local (gid:**,
language _code:"**', prev_group_name:"™**"
next_group_name:'**")

Delete display name Important [delete] sandbox-group_local (gid:**,
language_code:™**', group_name:**")

Edit organization details Important [modify] sandbox-group (gid:**, name:"**",

foreign_key:**, memo:**)
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Action Level log
Move organizations Important [move] sandbox-group (gid:**, pgid:**)
Reorder Organizations Important [order] sandbox-group (pgid:**, gid:**,
list_inde**X)
Delete organizations Important [delete] sandbox-group (gid:**, name:"**"

foreign_key:**")

Properties Meaning Remarks
foreign_key Organization
code
gid Organization 1D
of the target

organization

group_name Organization
name data
language code Language code Displays one of the following values:
* ja (Japanese)
 en (English)
* zh (Simplified Chinese)
* zh-tw (Traditional Chinese)
This is used for Chinese characters
displayed in Traditional Chinese.
list_index Organization
Order
memo No logs will be output when Notes is

empty.
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1.11.5.5. Organization Tentative Log

Properties Meaning Remarks
Notes on
organization
information
name Organization
name data
next_group_name The name of the
organization
after the change
pgid Organization 1D
of the
destination
parent
organization
prev_group_name Organization
name before the
change
Users
Action Level log
Start using users Important [activate] sandbox-user (uid:**)
Editing User Profile Important [modify] sandbox-user (uid:**, name:**,
account:**)
Change organization Important [belong] sandbox-user (uid:**, gids:"™*, **')
membership
Change roles Important [assign] sandbox-user (uid:**, rids:™**, **')
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Action Level log

Assigning Users to a Tentative Important [assign] sandbox-group (gid:**, uids:™*, ** **")

Organization

Remove a user from the Important [delete _assign] sandbox-group (gid:**,
organization uids:"**, ** **)
Properties Meaning Remarks
gid Organization ID
of the target

organization

gids Organization 1D
of the target

organization

name User name
rids Role ID
uid User ID
uids User ID

1.11.6. Portal Logs

System Administration
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1.11.6. Portal Logs

Portal List
Action Level log

Adding Portals Important [create] portal (pid:**, portal _name:**)

Changing default portal Name Important [modify] portal (pid:**, prev_portal_name:**,
next_portal_name:**)

Adding Portal Display Names Important [create] portal_local (pid:**,
language_code:™**', portal_name:™**')

Changing the display name Important [modify] portal_local (pid:**,

added to the portal language_code:™**', prev_portal_name:"™**',
next_portal_name:"**")

Deleting a display name that Important [delete] portal_local (pid:**,

has been added to the portal language_code:™**', portal_name:™*')

Making Portals Public Important [modify] portal (pid:**, portal_name:"™*',
open_status:**')

Deleting Portals Important [delete] portal (pid:**, portal_name:"**")

Changing portal security Model  Important [modify] portal_access (pid:**,
portal_name:**', security_model:**")

Adding Portal Permissions Important [create] portal_access (pid:**, uid/gid/rid/
dynamic_ro